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Frame by Frame



- Help Desk

"A user cannot get on Eduroam 
no matter what we have tried"





EAP-TLS



Supplicant Authenticator Authentication  
Server





🛜 eduroam

1. Beacon frame: eduroam

2. Probe Request: eduroam

3. Probe Response: eduroam





🛜 eduroam

4. Authentication: Open System

6. Authentication: Open System







🛜 eduroam

8. Association Request

10. Association Response





🛜 eduroam

14. EAP Identity Request

16. EAP Identity Response









🛜 eduroam

18. EAP Request TLS Start

20. EAP Response







🛜 eduroam

22. EAP TLS Start

24. EAP Client Hello









🛜 eduroam

26. EAP Request

28. EAP Response

32. EAP Request 

34. EAP Response







🛜 eduroam

36. EAP-TLS Server Hello

38. EAP-TLS Response











🛜 eduroam

42. EAP Request

44. EAP Response - More Fragments

46. EAP Request 

48. EAP Response - Fragments Assembled







🛜 eduroam

50. EAP Request

52. EAP-TLS Response

54. EAP Success





🛜 eduroam

Message 1

Message 2

Message 3

Message 4

🤝





Follow today

Additional Resources

• Clear To Send Podcast 

• cleartosend.net 

• @cleartosend 

• rowell@cleartosend.net

http://cleartosend.net
mailto:rowell@cleartosend.net

