Frame by Frame

eduroam




‘A user cannot get on Eduroam
No matter what we have tried’

- Help Desk
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35
36
37
38
39
40
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| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.396
09:39:52.396
09:39:52.538
09:39:52.538
09:39:52.544
09:39:52.544
09:39:52.688
09:39:52.688
09:39:52.700
09:39:52.700
09:39:52.849
09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307
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| Time Delta | SA

0.000
0.074
0.028
0.015
0.000
0.011
0.000
0.001
0.000
0.002
0.000
0.004
0.000
0.000
0.000
0.016
0.000
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0.144
0.000
0.001
0.000
0.003
0.000
0.145
0.000
0.015
0.000
0.143
0.000
0.000
0.000
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LAPTOP

ACCESS-POINT

LAPTOP
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LAPTOP

ACCESS-POINT

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)
ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)
ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT
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| DA | Info Short

Broadcast Beacon
Broadcast ProbeREQ
Broadcast ProbeRESP
ACCESS-POINT Auth
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP Auth
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT AssocREQ
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP AsSOCRESP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
LAPTOP (98:0d:af:94:46:66) (RA) RTS

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT QOS Data
LAPTOP (98:0d:af:94:46:66) (RA) ACK

:5d:d3) (RA) ACK

o
}:46:66) ( ACK

QOS L
1:49:b2:3e:5d:d3) (RA) ACK
QOS
d:af:94:46:66) (RA) ACk

LAPTOP (98:0d:af:94:46:66) (RA) RTS
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

ACCESS-POINT QOS Data
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT QOS Data
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP (98:0d:af:94:46:66) (RA) RTS

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
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Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0
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"eduroam”
"eduroam"
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"eduroam"”

| Ch.
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37
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| Signal

-64 dBm
-44 dBm
-65 dBm
-43 dBm
-65 dBm
-64 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-43 dBm
-65 dBm

-65 dBm
-42 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-65 dBm
-42 dBm
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| 802.11k
Implemented

Implemented

Implemented

Implemented
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Supportel

Supporte(
SupporteJ
Supporte

Supporte

Supporte(
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No.

a Neo
0.000
0.074

ACCESS-POINT Broadcast
LAPTOP Broadcast

09:39:52.241
09:39:52.315

09:39:52.344 0.028 ACCESS-POINT Broadcast ProbeRESP
09:39:52.359 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK
09:39:52.371 0.011 ACCESS-POINT LAPTOP Auth
09:39:52.371 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
09:39:52.372 0.001 LAPTOP ACCESS-POINT AssocREQ

9 09:39:52.372 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK

10 0%:39:52.375 0.002 ACCESS-POINT W\dely AssocRESP

11 09%9:52.375 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

12 09:3%52.379 0.004 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA) LAPTOP (98:0d:af:94:46:66) (RA) RTS

13 09:39:52.379 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS

14 09:39:52379 0.0

15 09:39:52.%79 0. | DA | Info Short

16 09:39:52.39% 0.C

17 09:39:52.396 0.( BroadcaSt Beacon

18 09:39:52.538 0.1

19 09:39:52.538 0.( BrOadcaSt PrObeREQ

20 09:39:52.544  ROR Broadcast ProbeRESP

21 09:39:52.544 ()

22 09:39:52.688 0.1 :

23 09:39:52.688 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

24 09:39:52.700 0.011 LAPTOP ACCESS-POINT QOS Data

25 09:39:52.700 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK

26 09:39:52.849 0.149 ACCESS-POINT LAPTOP QOS Data

27 09:39:52.849 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

28 09:39:52.853 0.004 LAPTOP ACCESS-POINT QOS Data

29 09:39:52.853 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK

30 09:39:52.997 0.144 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA) LAPTOP (98:0d:af:94:46:66) (RA) RTS

31 09:39:52.998 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS

32 09:39:52.999 0.001 ACCESS-POINT LAPTOP QOS Data

33 09:39:52.999 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

34 09:39:53.002 0.003 LAPTOP ACCESS-POINT QOS Data

35 09:39:53.002 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK

36 09:39:53.148 0.145 ACCESS-POINT LAPTOP QOS Data

37 09:39:53.148 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

38 09:39:53.163 0.015 LAPTOP ACCESS-POINT QOS Data

39 09:39:53.163 0.000 LAPTOP (98:0d:af:94:46:66) (RA) ACK

40 09:39:53.307 0.143 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA) LAPTOP (98:0d:af:94:46:66) (RA) RTS

41 09:39:53.307 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS

42 09:39:53.307 0.000 ACCESS-POINT LAPTOP QOS Data

ACK

43 09:39:53.307 0.000
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ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
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Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0
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NN~ -
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"eduroam”
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| Signal | SS

37 -64 dBm

R7 -44 dBm

3 -65 dBm

37 -43 dBm

37 -65 dBm

37 54 dBm

37 -4%.dBm

37 -43 &§8m

37 -65 dB

37 -65 dBm

37 -43 dBm

37 -65 dBm

37 -43 dBm

| SSID
"eduroam”
"eduroam”
"eduroam”

37 -43 dBm

37 -43 dBm

37 -65 dBm

37 -65 dBm

37 -42 dBm

37 -42 dBm

37 -65 dBm

37 -65 dBm

37 -42 dBm

37 -65 dBm

37 -42 dBm

37 -42 dBm

37 -65 dBm

37 -65 dBm

37 -42 dBm

37 -42 dBm

37 -65 dBm

37 -65 dBm

37 -42 dBm

37 -65 dBm

37

-42 dBm
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Implemented

Implemented
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Implemented

1 802.11v
Supporte

Supportes
Supportes
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1. Beacon frame: eduroam
-

2. Probe Request: eduroam
4—

3. Probe Response: eduroam
—- - m—
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Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

| Time
09:39:52.241
09:39:52.31
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09:39:52.359

09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
89:39:52.379
0%439:52.379
09:39:52.396
09:3552.396
09:39:%2.538
09:39:54538
09:39:52.%44
09:39:52.54¢
09:39:52.688
09:39:52.688
09:39:52.700
09:39:52.700
09:39:52.849
09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307
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0.000

0.074

0.000
0.002
0.000
0.004
0.000
0.000
0.000
0.016
0.000
0.142
0.000
0.005
0.00§
0.14
0.0

0.0

0.0

. Uk
0.0

0.0t
0.000
0.144
0.000
0.001
0.000
0.003
0.000
0.145
0.000
0.015
0.000
0.143
0.000
0.000
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| SA

ACCESS-POINT

LAPTOP

LAPTOP

ACCESS-POINT

ACCESS-POINT
ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

LAPTOP

ACCESS-POINT

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT
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| DA
Broadcast
Broadcast

ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

" Al

LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
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LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
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| Info Short

Beacon
ProbeREQ

ACK

AssOocRESP

ACK
RTS
CTS
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data

ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (

RTS
CTS
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK
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"eduroam”
"eduroam”

1
I8 ar-iaas

37
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37
37
37
37
37
37
37
37
37
37
37
37
37
37
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Implemented

Implemented
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1 802.11v
Supporte

Supportes
Supporte(
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4. Authentication: Open System
e

6. Authentication: Open System
—>
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12.3.3.2 Open System authentication

12.3.3.2.1 General

Open System authentication is a null authentication algorithm.

Any non-DMG STA requesting Open System authentication can be authenticated if
dot11AuthenticationAlgorithmsTable at the peer STA includes an entry with dotl1AuthenticationAlgorithm
equal to openSystem and dotl 1 AuthenticationAlgorithmActivated equal to true.

A STA may decline to authenticate with another requesting STA. Open System authentication is the default
authentication algorithm for a pre-RSNA STA.

Open System authentication utilizes a two-message authentication transaction sequence. The first message

asserts identity and requests authentication. The second message returns the authentication result. If the result is
“successful,” the STAs shall be declared mutually authenticated.

In the description in 12.3.3.2.2 and 12.3.3.2.3, the STA initiating the authentication exchange is referred to as
the requester, and the STA to which the initial frame in the exchange is addressed is referred to as the
responder. The specific items in each of the messages described in the following subclauses are defined

in 9.3.3.11, Table 9-40, and Table 9-41.
12.3.3.2.2 Open System authentication (first frame)

Upon receipt of an Open System MLME-AUTHENTICATE.request primitive, the requester shall construct an
Open System authentication request carried in an Authentication frame and transmit it to the responder.

12.3.3.2.3 Open System authentication (final frame)

Upon receipt of an Authentication frame requesting Open System authentication, the responder may
authenticate the requester using the following procedure:

a) Issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication
request.

b) Construct and transmit a response carried in an Authentication frame with the fields as defined
in 9.3.3.11 and the status field as defined in 9.4.1.9.

If dotl1AuthenticationAlgorithmTable does not include an entry with dotl1AuthenticationAlgorithm equal to
openSystem and dotl1AuthenticationAlgorithmActivated equal to true, the result code shall not take the value
“successful.”
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17
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19
20
21
22
23
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26
27
28
29
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32
33
34
35
36
37
38
39
40
41
42
43

| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
Ng-29-

09:39:52.372
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.396
09:39:52.396
0%:39:52.538
09:99:52.538
09:3%52.544
09:39:32.544
09:39:5688
09:39:52.688
09:39:52.70W%
09:39:52.700
09:39:52.849
09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307
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0.000
0.074
0.028
0.015
0.000
0.011

| Time Delta | SA

ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP

ACCESS-POINT

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT

20) ACCESS-POINT

0.

0.1
0.000
0.001
0.000
0.003
0.000
0.145
0.000
0.015
0.000
0.143
0.000
0.000
0.000

PO W W

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

. A FAST-N e

| DA

Broadcast
Broadcast
Broadcast

ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

— PN

ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

ACCESS-POINT (6

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

70.UU.c

Wt ol wd ol NASILA 1™
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| Info Short | SSID
Beacon "eduroam"
ProbeREQ "eduroam”
ProbeRESP "eduroam"
Auth
ACK

Auth
AssocREQ "eduroam"
ACK
AssocRESP

ACK

. =40.0U Yo

a:49:

anr~ |

CTS
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data

b2:3e:5d:d3) (RA)

ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP

| Ch.

37

| Signal
-64 dBm
-44 dBm
-65 dBm
-43 dBm
-65 dBm
-64 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-65 dBm
43 dBm
13 dBm
-6% dBm
-65§Bm
-42 ¢
-42 dB
-65 dBm
-65 dBm

| SS

AssocREQ

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CIS

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

B PPN~ T oW R

Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK

Fa Y oW ol ~ -

ACK

AssocRESP
37 -42 dBm
37 -65 dBm
37 -42 dBm
37 -42 dBm
37 -65 dBm
37 -65 dBm
37 -42 dBm
37 -42 dBm
37 -65 dBm
37 -65 dBm
37 -42 dBm
37 -65 dBm
37

-42 dBm

| 802.11k
Implemented

Implemented

Implemented

Implemented

1 802.11v
Supporte

Supportes
Supportes
Supportes

Supporteq

Supportes




3. Association Request
4—

10. Association Response
————————————————————————————————————
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No.

el el s
N._,otom\lmm-hwwn—l

41
42
43

| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.396
09:39:52.396
09:39:52.538
09:39:52.538
09:39:52.544
29:39:52.544
09839:52.688
09:3%52.688
09:39:5.700
09:39:52.00
09:39:52.84

09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307

PR o B U e

| Time Delta | SA
0.000 ACCESS-POINT

0.074 LAPTOP

0.028 ACCESS-POINT
0.015 LAPTOP

0.000
0.011
0.000
0.001
0.000
0.002
0.000
0.004 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

ACCESS-POINT
0.000

0.016 LAPTOP

0.000
0.005
0.000
0.143

LAPTOP

ACCESS-POINT

ACCESS-POINT

LAPTOP

0.134 .
0.000
0.001
0.000
0.003
0.000
0.145
0.000
0.015
0.000
0.143
0.000
0.000
0.000

PO W W

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

. A FAST-N e

| DA | Info Short | SSID | Ch.

Broadcast Beacon "eduroam” 37
Broadcast ProbeREQ "eduroam” 37
Broadcast ProbeRESP "eduroam” 37
ACCESS-POINT Auth 37
LAPTOP (98:0d:af:94:46:66) (RA) ACK 37
LAPTOP Auth 37
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK 37
ACCESS-POINT AssocREQ "eduroam” 37
LAPTOP (98:0d:af:94:46:66) (RA) ACK 37
LAPTOP AssSOCcRESP 37
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK 37
LAPTOP (98:0d:af:94:46:66) (RA) RTS 37

: Yatl CAO DD L A n - 37

LAPTOP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA
'A » . &}

37
37

QOS Data
ACK
QOS Data
ACK
QOS Data 37

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK 37
ACCESS-POINT QOS Data 37
LAPTOP (98:0d:af:94:46:66) (RA) ACK 37
LAPTOP QOS Data 37

LAPTOP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA) ACK

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS 37
LAPTOP QOS Data 37
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK 37
ACCESS-POINT QOS Data 37
LAPTOP (98:0d:af:94:46:66) (RA) ACK 37
LAPTOP QOS Data 37
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK 37
ACCESS-POINT QOS Data 37
LAPTOP (98:0d:af:94:46:66) (RA) ACK 37
LAPTOP (98:0d:af:94:46:66) (RA) RTS 37
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS 37
LAPTOP QOS Data 37

ACK 37

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

B PPN~ T oW R F et a S alll N - - —

Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

| Signal

-64 dBm
-44 dBm
-65 dBm
-43 dBm
-65 dBm
-64 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
42 dBm
-32 dBm
-65%IBm
-65 dix

QOS Data

QOS Data

0O Abm
-42 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-65 dBm
-42 dBm

| SS

| 802.11k
Implemented

Implemented

Implemented

Implemented

1 802.11v
Supporte

Supportes
Supportes
Supportes

Supporteq

Supportes




14. EAP ldentity Request
—_—mm— )

16. EAP Identity Response
4—

& eduroam




Time Time Delta SA DA Info Short
14 09:39:52.379 0.000 ACCESS-POINT LAPTOP QOS Data

Frame 14: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface en0, id O
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 802.1X-2004 (2)
Type: EAP Packet (0)
Length: 5
Extensible Authentication Protocol
Code: Request (1)
Id: 223
Length: 5

Type: Identity (1)



l0. Time Time Delta SA DA Info Short
16 09:39:52.396 0.016 LAPTOP ACCESS-POINT QOS Data

Frame 16: 100 bytes on wire (800 bits), 100 bytes captured (800 bits) on interface en0O, id O
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Version: 802.1X-2001 (1)
Type: EAP Packet (0)
Length: 24
Extensible Authentication Protocol
Code: Response (2)
Id: 223
Length: 24
Type: Identity (1)
Identity: @




No.

cONOYWUVTEAE WIN =

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.379
09:39:52.396

09:39:52.538
09:39:52.538
09:39:52.544
09:39:52.544
09:39:
09:39:52.688
09:39:52.700
09:39:52.700
09:39:52.849
0%:39:52.849
09:%9:52.853
09:3
09:3
09:-
09:3
09:=
09:3
09:39"
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307

PR o B U e

\J LJ
0006

18
19
20

| Time Delta | SA

0.000
0.074
0.028
0.015
0.000
0.011
0.000
0.001
0.000
0.002
0.000
0.004
0.000
0.000
0.000
0.016

0.145
0.000
0.015
0.000
0.143
0.000
0.000
0.000

PO W W

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT
ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

LAPTOP

ACCESS-POINT

LAPTOP

09:39:52.538
09:39:52.538
09:39:52.544
09:39:52.544

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

. A FAST-N e

\

| DA

Broadcast

Broadcast

Broadcast

ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA

AP TOF

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT
LAPTOP (98:0d:af:94:46:66) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

0.142 ACCESS-POINT
0.000

0.005 LAPTOP
0.000

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

B PPN~ T oW R

| Info Short
Beacon

ProbeREQ
ProbeRESP
Auth

ACK

Auth

ACK
AssocREQ
ACK
AssSOCcRESP
ACK

RTS

CTS

QOS Data
ACK

QOS Data

QOS Data
ACK
QOS Data
ACK
LROS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data

LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT QOS Data

QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK

Fa Y oW ol ~ -

| SSID
"eduroam”

"eduroam”
"eduroam"

"eduroam"”

| Ch.

37

LAPTOP (98:0d:af:94:46:66) (RA)

37
37
37
37
37
37
37
37

| Signal

-64 dBm
-44 dBm
-65 dBm
-43 dBm
-65 dBm
-64 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-42 dBm
42 dBm
-0§.dBm
-65 dig

-43 dBm
-43 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBm

-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-65 dBm
-42 dBm

| SS

ACK

| 802.11k
Implemented

Implemented

Implemented

Implemented

1 802.11v
Supporte

Supportes
Supportes
Supportes

Supporteq

Supportes




18. EAP Request TLS Start
-

20. EAP Response
4—

& eduroam




No. ‘Time  Time Delta SA DA I
18 09:39:52.538 0.142 ACCESS-POINT LAPTOP

Frame 18: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 802.1X-2004 (2)
Type: EAP Packet (0)
Length: 6
~ Extensible Authentication Protocol
Code: Request (1)
Id: 224
Length: 6
Type: Protected EAP (EAP-PEAP) (25)
~ EAP-TLS Flags: 0x20
0... .... = Length Included: False
.0.. .... = More Fragments: False
..1. .... = Start: True
.... .000 = Version: 0

{ v Vv Vv VvV Vv

No.

| 'I:ime ] | Time-D.eI'tg 'SA ‘DA |

20 09:39:52.544 0.005 LAPTOP ACCESS-POINT

{ Vv Vv VvV VvV Vv

Frame 20: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interfac
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Version: 802.1X-2001 (1)
Type: EAP Packet (0)
Length: 6
Extensible Authentication Protocol
Code: Response (2)
Id: 224
Length: 6
Type: Legacy Nak (Response Only) (3)
Desired Auth Type: TLS EAP (EAP-TLS) (13)




| Time | Time Delta | SA | DA
1 09:39:52.241 0.000 ACCESS-POINT Broadcast
2 09:39:52.315 0.074 LAPTOP Broadcast
3 09:39:52.344 0.028 ACCESS-POINT Broadcast
4 09:39:52.359 0.015 LAPTOP ACCESS-POINT
5 09:39:52.359 0.000 LAPTOP (98:0d:af:94:46:66) (RA)
6 09395 1 NN11 ACCESC_DNOINT | ADTOD
7 09:39:5°
s 093958 ACCESS-POINT
9 09:39/>
10 09:3§5
11 09:79:5
12 09¥39:5
13 0P:39:5
14 9:39:5 4
15 09:39:52.379 0.000
16 09:39:52.396 0.016 LAPTOP ACCESS-POINT
17 09:39:52.396 0.000 LAPTOP (98:0d:af:94:46:66) (RA)
09:39:52.538 0.142 ACCESS-POINT LAPTOP
09:39:52.538 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

22 09:39:52.688 0.143 ACCESS-POINT LAPTOP

09:39:52.700 0.011 LAPTOP ACCESS-POINT
26 09:39:52.849 0.149 ACCESS-POINT LAPTOP
27 09:39:52.849 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
28 09:39:52.853 0.004 LAPTOP ACCESS-POINT
29 09:39:52.853 0.000 LAPTOP (98:0d:af:94:46:66) (RA)
30 09:39:52.997 0.144 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA) LAPTOP (98:0d:af:94:46:66) (RA)
31 09:39:52.998 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
32 09:39:52.999 0.001 ACCESS-POINT LAPTOP
33 09:39:52.999 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
34 09:39:53.002 0.003 LAPTOP ACCESS-POINT
35 09:39:53.002 0.000 LAPTOP (98:0d:af:94:46:66) (RA)
36 09:39:53.148 0.145 ACCESS-POINT LAPTOP
37 09:39:53.148 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
38 09:39:53.163 0.015 LAPTOP ACCESS-POINT
39 09:39:53.163 0.000 LAPTOP (98:0d:af:94:46:66) (RA)
40 09:39:53.307 0.143 ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA) LAPTOP (98:0d:af:94:46:66) (RA)
41 09:39:53.307 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
42 09:39:53.307 0.000 ACCESS-POINT LAPTOP

43 09:39:53.307 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

PR o B U e PO W W I A ST B PPN~ T oW R

Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

09:39:52.54 0.005 LAPTOP ACCESS-POINT
30 44 0.00( APTOP (98:0d:af:

09:39:52.688 0.000 ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

| Info Short

Beacon

ProbeREQ
ProbeRESP

Auth

ACCESS-POINT

ACK
QOS Data
ACK
QOS Data
ACK
QOS Data

QOS Data
ACK
QOS Data

QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK

NN~ -

"eduroam”
"eduroam”
"eduroam"

| 802.11k

Implemented

Implemented

QOS Data ented
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
QOS Data

ented

1802.11v

Supporte
Supportes
Supportes
Supportes

Supporteq

Supportes




22 . EAP TLS Start
——————————————————————————————————

24 EAP Client Hello
4—

& eduroam




No. ‘Time ‘Time Delta SA DA

24 09:39:52.700 0.011 LAPTOP ACCESS-POINT
No. Time Time Delta | SA DA > Frame 24: 240 bytes on wire (1920 bits), 240 bytes captured (1920 bits) on
22 09:39:52.688  0.143 ACCESS-POINT  LAPTOP > B
.2Q- > 802.11 radio information
> Frame 22: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interf: - IEEE 802.11 QoS Data, Flags: ....... TC
> Radiotap Header vO, Length 34 » Logical-Link Control
> 802.11 radio information ~ 802.1X Authentication
> IEEE 802.11 QoS Data, Flags: ......F.C Version: 802.1X-2001 (1)
> Logical-Link Control Type: EAP Packet (0)
~  802.1X Authentication Length: 164
Version: 802.1X-2004 (2) ~ Extensible Authentication Protocol
Type: EAP Packet (0) Code: Response (2)
Length: 6 Id: 225
~ Extensible Authentication Protocol Length: 164
Code: Request (1) Type: TLS EAP (EAP-TLS) (13)
Id: 225 ~ EAP-TLS Flags: 0x80
Length: 6 1... .... = Length Included: True
Type: TLS EAP (EAP-TLS) (13) .0.. .... = More Fragments: False
~ EAP-TLS Flags: 0x20 ..0. .... = Start: False
0... .... = Length Included: False EAP-TLS Length: 154
.0.. .... = More Fragments: False ~ Transport Layer Security
B 1. ... = Start: True ~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)

Length: 149
> Handshake Protocol: Client Hello




_—

Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

Version: TLS 1.0 (0x0301) |: Client Hello

Length: 149
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 145
Version: TLS 1.2 (0x0303)
Random: 4d7198b247a01ef802acfb2008bffc03b25fb1085570cddabdf13¢c965a50341c
Session ID Length: 0
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02¢)
Cipher Suite: TLS_ECDHE_ECDSA _WITH_AES_128 GCM_SHA256 (0xc02b)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (0xc02f)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
Cipher Suite: TLS_RSA_WITH_AES_128 GCM_SHA256 (0x009c¢)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Cipher Suite: TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008) t(
Cipher Suite: TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012) 1
Cipher Suite: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

ompression Methoc anath: _1
> Extension: ec_point_formats (len=2)

Extension: status_request (len=5)
Extension: signature_algorithms (len

Extension: signed_certificate_timestamg
JA3 Fullstring: 771,49196-49195-52393-49200-49199-52392-49162-49161-49172-4
[JA3: dc6f33cb9a2b90d5fla579aa582fc2ae]

Extension: signature_algorithms (len=24)

Type: signature_algorithms (13)

Length: 24

Signature Hash Algorithms Length: 22
Signature Hash Algorithms (11 algorithms)

Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:
Signature Algorithm:

ecdsa_secp256rl _sha256 (0x0403)
rsa_pss_rsae_sha256 (0x0804)
rsa_pkcsl sha256 (0x0401)
ecdsa_secp384rl _sha384 (0x0503)
ecdsa_shal (0x0203)
rsa_pss_rsae_sha384 (0x0805)
rsa_pss_rsae_sha384 (0x0805)
rsa_pkcsl sha384 (0x0501)
rsa_pss_rsae_sha512 (0x0806)
rsa_pkcsl sha512 (0x0601)
rsa_pkcsl shal (0x0201)




No.

cONOYWUVTEAE WIN =

NNl—ll—ll—ll—ll—'l—'l—'l—'l—ll—'o
O WO NOUUVLTD,WNM=O

22

36
37
38
39
40
41
42
43

| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.372
09:39:52.37
09:39:52.375
09:39:52 479
09:39:572.379
09:39:§2.379
09:39Y52.379
09:29:52.396
09439:52.396
09:39:52.538
09:39:52.538
09:39:52.544
09:39:52.544
09:39:52.688
09:39:52.688
09:39:52.700
09:39:52.849
09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307

PR o B U e

| Time Delta | SA

0.000
0.074
0.028

0.015
) 000

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

0.011

0.145
0.000
0.015
0.000
0.143
0.000
0.000
0.000

PO W W [

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

A FAST-N e

| DA
Broadcast
Broadcast
Broadcast
ACCESS-POINT

| APTQOP (98:0d:af:94:46:66) (RA)

LAPTOP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
LAPTOP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)
ACCESS-POINT

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

ACCESS-POINT

LAPTOP (98:0d:af:94:46:66) (RA)
LAPTOP (98:0d:af:94:46:66) (RA)
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA)

B PN SNE-PNPN N LA -

Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0

= J0.Ul.dl.J<. 4

| Info Short

Beacon
ProbeREQ
ProbeRESP

Auth
ACK

QOS Data

QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK
QOS Data

QOS Data
ACK
QOS Data
ACK
RTS
CTS
QOS Data
ACK

Fa Y oW ol ~ -

| SSID

"eduroam”
"eduroam”
"eduroam"

| Ch.

37
37
37

37
27

37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37

| Signal

-64 dBm
-44 dBm
-65 dBm

-43 dBm
—-AS dARm

-43 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dB
-65 df
-64 dBm
42 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-65 dBm
-42 dBm

| SS

| 802.11k
Implemented

Implemented

nented

nented

1 802.11v
Supporte

Supportes
Supportes
Supportes

Supporteq

Supportes




& eduroam

20. EAP Reqguest
-

28. EAP Response

32. EAP Request
—————————————————————————————————-

34. EAP Response
4—




No. "Time ‘Time Delta SA DA Info Short
32 09:39:52.999 0.001 ACCESS-POINT LAPTOP QOS Data

I — A _ - A — A L v W A S S S i

Frame 32: 1080 bytes on wire (8640 bits), 1080 bytes captured (8640 bits) on interface el
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 802.1X-2004 (2)
Type: EAP Packet (0)
Length: 1004

{ Vv Vv VvV VvV V

Extensible Authentication Protocol
Code: Request (1)
Id: 227
Length: 1004
Type: TLS EAP (EAP-TLS) (13)
~ EAP-TLS Flags: 0xcO
1... .... = Length Included: True

.1.. .... = More Fragments: True

..0. .... = Start: False
EAP-TLS Length: 2904
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| Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.359
09:39:52.371
09:39:52.371
09:39:52.372
09:39:52.372
09:39:52.375
09:39:52.375
09:39:52.379
09:39:52.379
09:39:52.379
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APTOP

VUJ2.09.0£.000

09:39:52.700
09:39:52.700
09:39:52.849
09:39:52.849
09:39:52.853
09:39:52.853
09:39:52.997
09:39:52.998
09:39:52.999
09:39:52.999
09:39:53.002
09:39:53.148
09:39:53.148
09:39:53.163
09:39:53.307
09:39:53.307
09:39:53.307
09:39:53.307
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| Time Delta | SA

0.000
0.074
0.028
0.015
0.000
0.011
0.000
0.001
0.000
0.002
0.000
0.004
0.000
0.000

o faWaVWal

(VRVAVAY

0.011
0.000
0.149
0.000
0.004
0.000
0.144
0.000
0.001
0.000
0.003

0.143
0.000
0.000
0.000

PO W W

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT
ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT (6a:49:b2:3e:5d:d3) (TA)

ACCESS-POINT

. A FAST-N e

| DA | Info Short
Broadcast Beacon
Broadcast ProbeREQ
Broadcast ProbeRESP
ACCESS-POINT Auth
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP Auth

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

ACCESS-POINT AssocREQ
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP AssSOCcRESP
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
LAPTOP (98:0d:af:94:46:66) (RA) RTS

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
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“LAPTOP

| SSID
"eduroam”

"eduroam”
"eduroam"

"eduroam"”

| Ch.

37
37
37
37
37
37
37
37
37
37
37
37
37
37

— —

| Signal

-64 dBm
-44 dBm
-65 dBm
-43 dBm
-65 dBm
-64 dBm
-43 dBm
-43 dBm
-65 dBm
-65 dBm
-43 dBm
-65 dBm
-43 dBm
-65 dBm

| SS

| 802.11k
Implemented

Implemented

Implemented

Implemented

QOS Data

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

ACCESS-POINT

ACCLESS-POINI (ba:49:bZ:.5e.5d:d3) (RA) ACK

ACCESS-POINT QOS Data
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP QOS Data

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK

ACCESS-POINT QOS Data
LAPTOP (98:0d:af:94:46:66) (RA) ACK
LAPTOP (98:0d:af:94:46:66) (RA) RTS

ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT QOS Data
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
ACCESS-POINT QOS Data

LAPTOP (98:0d:af:94:46:66) (RA) RTS
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) CTS
LAPTOP QOS Data
ACCESS-POINT (6a:49:b2:3e:5d:d3) (RA) ACK
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Frame 56: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface en0, id 0
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-45 dbm
-43 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBp

-0 asm
-65 dBm
-42 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-42 dBm
-65 dBm
-65 dBm
-42 dBm
-65 dBm
-42 dBm

QOS Data

1802.11v

Supporte
Supportes
Supportes
Supportes

Supporteq

Supportes




30. EAP-TLS Server Hello
—>

33. EAP-TLS Response
4—
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Ti_m_e_ - Time_D_eI_t_a SA DA Info Short
36 09:39:53.148 0.145 ACCESS-POINT LAPTOP QOS Data

Frame 36: 1002 bytes on wire (8016 bits), 1002 bytes captured (8016 bits) on interface en(
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Version: 802.1X-2004 (2)
Type: EAP Packet (0)
Length: 926
Extensible Authentication Protocol
Code: Request (1)
Id: 228
Length: 926
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0x80
EAP-TLS Length: 2904

OIAY; \\J/T L

Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done




Time Time Delta SA DA Info Short

' 36 09:39:53.14 0.145 ACCESS-POINT LAPTOP QOS Data

ALK () - ARAYATA A PIAINN,

Frame 36: 1002 bytes on wire (8016 bits), 1002 bytes captured (8016 bits) on interface enO, id O
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol

Code: Request (1)

Id: 228

Length: 926

Type: TLS EAP (EAP-TLS) (13)

EAP-TLS Flags: 0x80

EAP-TLS Length: 2904

[3 EAP-TLS Fragments (2904 bytes): #26(994), #32(994), #36(916)]

Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 4
Handshake Protocol: Server Hello Done




No.

Time Time Delta SA DA Info Short
38 09:39:53.163 0.015 LAPTOP ACCESS-POINT QOS Data

Frame 38: 1352 bytes on wire (10816 bits), 1352 bytes captured (10816 bits) on interface en0, id O
Radiotap Header vO, Length 34
802.11 radio information
IEEE 802.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2)
Id: 228
Length: 1276
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: OxcO
1... ... = Length Included: True
1.. .... = More Fragments: True
..0. .... = Start: False
EAP-TLS Length: 2666




09:39:53.307
09:39:53.307
09:39:53.312
09:39:53.312
09:39:53.458
09:39:53.458
09:39:53.461
09:39:53.461
09:39:53.608
09:39:53.608
09:39:53.612
09:39:53.612
09:39:53.762
09:39:53.762
09:39:53.763
09:39:53.763
09:39:53.764
09:39:53.764
09:39:53.766
09:39:53.766
09:39:53.767
09:39:53.767
09:39:53.768
09:39:53.769
09:39:53.783

Time Delta

0.000
0.146
0.000
0.004
0.000
0.149
0.000
0.001
0.000
0.001
0.000
0.001
0.000
0.000
0.000
0.000
0.000
0.014

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

ACCESS-POINT

ACCESS-POINT

LAPTOP

ACCESS-POINT

LAPTOP

LAPTOP

LAPTOP

LAPTOP

ACCESS-POINT (6a:49.:...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

LAPTOP

ACCESS-POINT (6a:49:...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

LAPTOP

ACCESS-POINT (6a:49:...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

LAPTOP

ACCESS-POINT (6a:49:...

LAPTOP

ACCESS-POINT (6a:49:...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

LAPTOP

ACCESS-POINT (6a:49:...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

ACCESS-POINT

LAPTOP (98:0d:af:94:4...

Broadcast

Info Short

QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Data
ACK
QOS Null
ACK
QOS Data

Ch.

37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
37
¥4

Signa

-65
-42
-42
-65
-65
-42
-42
-65
-65
~42
-42
-65
-65
-43
-65
-43
-43
-65
-65
-43
-43
-65
-42
-61
~41



47. EAP Reguest
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- 44, EAP Response - More Fragments
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Ab. EAP Reqguest
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eduroam 48. EAP Response - Fragments Assembled
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Time Time Delta SA Info Short
| 09:39:53.461 0.003 LAPTOP ACCESS POINT QOS Data

Frame 48: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits) on interface enO, id O

vU. Lendath 34

TLSv1 2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (O0x0303)
Length: 1
Change Cipher Spec Message
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 40
Handshake Protocol: Encrypted Handshake Message

v . :
TLSv1. 2 Record Layer Change Clpher Spec Protocol Change Cipher Spec
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message




Time Time Delta SA DA Info Short

42 09:39:53.307 0.000 ACCESS-POINT LAPTOP QOS Data 37 -65
43 09:39:53.307 0.000 ACCESS-POINT (6a:49:... ACK 37 -42
44 09:39:53.312 0.005 LAPTOP ACCESS-POINT QOS Data 37 -42
45 09:39:53.312 0.000 LAPTOP (98:0d:af:94:4... ACK 37 -65
46 09:39:53.458 0.146 ACCESS-POINT LAPTOP QOS Data 37 -65
47 09:39:53.458 0.000 ACCESS-POINT (6a:49:... ACK 37 -42
48 09:39:53.461 0.003 LAPTOP ACCESS-POINT QOS Data 37 -42
49 09:39:53.461 0.000 LAPTOP (98:0d:af:94:4... ACK 37 -65

09:39:53.608 ACCESS-POINT LAPTOP QOS Data 37 -65
09:39:53.608 ACCESS-POINT (6a:49:... ACK 37 -42
09:39:53.612 LAPTOP ACCESS-POINT QOS Data 37 -42
09:39:53.612 LAPTOP (98:0d:af:94:4... ACK 37 -65
09:39:53.762 ACCESS-POINT LAPTOP QOS Data 37 -65

C 09:39:53.7/¢t 0.00C ; -POINT (ba:49:... ALK 37 -43
6 09:39:53.763 0.001 ACCESS-POINT LAPTOP QOS Data

7 -65
ACCESS-POINT LAPTOP QOS Data|’
% ACCESS-POINT (6a:49:... ACK 7 s
- LAPTOP ACCESS-POINT QOS Data 7
52 LAPTOP (98:0d:af:94:4... ACK 7 6
ce YACCESS-POINT LAPTOP NOS Datall =2

66 09:39:53.783 0.014 LAPTOP Broadcast QOS Data 37 -41
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0. EAP Request
-

o2. EAP-TLS Response
——————————————————————————————————

4. EAP Success
N




Time

09:39:52.241
09:39:52.315
09:39:52.344
09:39:52.359
09:39:52.371
09:39:52.372
09:39:52.375
09:39:52.379
09:39:52.396
09:39:52.538
09:39:52.544
09:39:52.688
09:39:52.700
09:39:52.849
09:39:52.853
09:39:52.999
09:39:53.002
09:39:53.148
09:39:53.163
09:39:53.307
09:39:53.312
09:39:53.458
09:39:53.461
09:39:53.608
09:39:53.612
09:39:53.762

Time Relative SA

0.000
0.074
0.102
0.118
0.130
0.131
0.133
0.138
0.154
0.297
0.303
0.447
0.458
0.607
0.611
0.758
0.761
0.906
0.922
1.065
1.070
1.217
1.220
1.367
1.371
1.521

ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT

DA
Broadcast

Broadcast
Broadcast
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP
ACCESS-POINT
LAPTOP

Info Short
Beacon

ProbeREQ
ProbeRESP
Auth
Auth
AssocREQ
AssocRESP
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data
QOS Data

Info Long
Beacon frame, SN=3749, FN=0, Flags=........ C, BI=100, SSID="eduroam"

Probe Request, SN=2448, FN=0, Flags=........ C, SSID="eduroam"

Probe Response, SN=2996, FN=0, Flags=........ C, BI=100, SSID="eduroam"
Authentication, SN=2449, FN=0, Flags=........ C

Authentication, SN=89, FN=0, Flags=........ C

Association Request, SN=2450, FN=0, Flags=........ C, SSID="eduroam"
Association Response, SN=0, FN=0, Flags=........ C

Request, Identity

Response, Identity

Request, Protected EAP (EAP-PEAP)

Response, Legacy Nak (Response Only)

Request, TLS EAP (EAP-TLS)

Client Hello

Request, TLS EAP (EAP-TLS)

Response, TLS EAP (EAP-TLS)

Request, TLS EAP (EAP-TLS)

Response, TLS EAP (EAP-TLS)

Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Response, TLS EAP (EAP-TLS)

Request, TLS EAP (EAP-TLS)

Response, TLS EAP (EAP-TLS)

Request, TLS EAP (EAP-TLS)

Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message

Response, TLS EAP (EAP-TLS)

Success
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Message 1
—>

Message 2
————————————————————————————

Message 3

Message 4

"

"

Y
A4

©




Time Time Relative SA DA Info Short Info Long

1 09:39:52.241 0.000 ACCESS-POINT Broadcast Beacon Beacon frame, SN=3749, FN=0, Flags=........ C, BI=100, SSID="eduroam"
2 09:39:52.315 0.074 LAPTOP Broadcast ProbeREQ Probe Request, SN=2448, FN=0, Flags=........ C, SSID="eduroam"

3 09:39:52.344 0.102 ACCESS-POINT Broadcast ProbeRESP Probe Response, SN=2996, FN=0, Flags=........ C, BI=100, SSID="eduroam"
4 09:39:52.359 0.118 LAPTOP ACCESS-POINT  Auth Authentication, SN=2449, FN=0, Flags=........ C

6 09:39:52.371 0.130 ACCESS-POINT LAPTOP Auth Authentication, SN=89, FN=0, Flags=........ C

8 09:39:52.372 0.131 LAPTOP ACCESS-POINT  AssocREQ Association Request, SN=2450, FN=0, Flags=........ C, SSID="eduroam"
10 09:39:52.375 0.133 ACCESS-POINT LAPTOP AssocRESP Association Response, SN=0, FN=0, Flags=........ C

14 09:39:52.379 0.138 ACCESS-POINT LAPTOP QOS Data Request, Identity

16 09:39:52.396 0.154 LAPTOP ACCESS-POINT QOS Data Response, ldentity

18 09:39:52.538 0.297 ACCESS-POINT LAPTOP QOS Data Request, Protected EAP (EAP-PEAP)

20 09:39:52.544 0.303 LAPTOP ACCESS-POINT QOS Data Response, Legacy Nak (Response Only)

22 09:39:52.688 0.447 ACCESS-POINT LAPTOP QOS Data Request, TLS EAP (EAP-TLS)

24 09:39:52.700 0.458 LAPTOP ACCESS-POINT QOS Data Client Hello

26 09:39:52.849 0.607 ACCESS-POINT LAPTOP QOS Data Request, TLS EAP (EAP-TLS)

28 09:39:52.853 0.611 LAPTOP ACCESS-POINT QOS Data Response, TLS EAP (EAP-TLS)

32 09:39:52.999 0.758 ACCESS-POINT LAPTOP QOS Data Request, TLS EAP (EAP-TLS)

34 09:39:53.002 0.761 LAPTOP ACCESS-POINT  QOS Data Response, TLS EAP (EAP-TLS)

36 09:39:53.148 0.906 ACCESS-POINT LAPTOP QOS Data Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
38 09:39:53.163 0.922 LAPTOP ACCESS-POINT  QOS Data Response, TLS EAP (EAP-TLS)

42 09:39:53.307 1.065 ACCESS-POINT LAPTOP QOS Data Request, TLS EAP (EAP-TLS)

44 09:39:53.312 1.070 LAPTOP ACCESS-POINT  QOS Data Response, TLS EAP (EAP-TLS)

46 09:39:53.458 1.217 ACCESS-POINT LAPTOP QOS Data Request, TLS EAP (EAP-TLS)

48 09:39:53.461 1.220 LAPTOP ACCESS-POINT  QOS Data Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
50 09:39:53.608 1.367 ACCESS-POINT LAPTOP QOS Data Change Cipher Spec, Encrypted Handshake Message

52 09:39:53.612 1.371 LAPTOP ACCESS-POINT  QOS Data Response, TLS EAP (EAP-TLS)

4 00-30'53 76?2 15821 ACCFSS-POINT | APTOP 0O0S Data Success

56 09:39:53.763 1.522 ACCESS-POINT LAPTOP QOS Data Key (Message 1 of 4)

58 09:39:53.764 1.523 LAPTOP ACCESS-POINT  QOS Data Key (Message 2 of 4)

60 09:39:53.766 1.525 ACCESS-POINT LAPTOP QOS Data Key (Message 3 of 4)

62 09:39:53.767 1.526 LAPTOP ACCESS-POINT  QOS Data Key (Message 4 of 4)

04 VUJZ.07.02./V0 L1.J41 LA 1T AU LODT T UIIN | WD INUI WUD INUIL TUTILLIUILTL \INU data), SN=245 1, FN=0, Flags=o ...... TC

66 09:39:53.783 1.542 LAPTOP Broadcast QOS Data S, func=RR, N(R)=33; DSAP Oxcc Group, SSAP 0x22 Command
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