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Who is this guy?
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• Identify key relations hips  in 
W ireles s

• Define everyone’s  
res pons ibilities

• Real life examples

Agenda
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Good wireless is more than high RSSI

“Wifi sucks!”
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How many Wireless relationships do we see?

2. Client to AP

1. AP to Client

3. AP to AP EBSS 
(the ones you own)

OBSS 
(everything around you)
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AP is the one ”wearing the trousers”

• Usually mounted above client devices

• Very sensitive to environment around it

• Control freak

• Must obey by the same rules as others

• Highly customizable
• Different antenna types and capabilities
• TX power
• Data rates
• Channel assignment
• More advanced options
• RX- SOP, 11k/v…

2. Client to AP

1. AP to Client

3. AP to AP
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Client is the “submissive” one

• Less powerful 

• Only sees what’s around it

• Power mode may dictate its operations

• Not as customizable in most cases

• High reliance on vendor docs

• Decides when to roam
2. Client to AP

1. AP to Client

3. AP to AP
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Other APs are the family or the noisy neighbours

• AP needs  to make it work and keep everyone happy

• Over RF
• How well I can hear APs  and on what channels
• The ones  I want  to care about
• The ones I have to care about

• Necessary for well functioning RRM

• Over wire
• Every vendors shares different data in many ways
• Key management
• Client information
• Probably more

3. AP to AP EBSS 

OBSS 
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Let’s put that into practice
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RSSI directly impacts the performance

• High RSSI usually equals high MCS
• At least that’s the logic

• Well designed network should result 
with as equal as possible RS S I on 
C lient and AP and cons is tent rates

- 51

- 66

Client RSSI

A - 51

B - 66

• RS S I imbalance may res ult with 
frequent downs hifts  and retries

• It is  common to s ee 6 – 15dB 
difference between AP and c lient
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- 56

- 41

Creative config can make things worse

- 51

- 66

Client RSSI

A - 51

B - 66

- 66 sucks
let’s improve it

Current TX power: 14dBmCurrent TX power: 24dBm

- 56
but it feels 

worse
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APs away from users also has its consequences 

- 64 + device offset = average / poor end - user experience 

QUICK MATHS
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Bad TX will cause capacity imbalance

• Tri- band APs are everywhere
• Can be used in multiple set ups
• 5GHz and 6Ghz
• Dual 5GHz

• Cells should be balanced to keep 
things sweet
• It’s not only about the - 7dBm for 2.4GHz
• It’s also about the antenna gain and 

pattern
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5 GHz: Peak gain 5 dBi 5 GHz: (XOR) Peak gain 5 dBi

Bad TX will cause capacity imbalance
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Bad TX will cause capacity imbalance

• Wireless is a shared medium

• Devices on ch.36 will have 
different experience than 
devices on ch.104
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And medium is busy and get’s busier

Neighboring 
networks we 
don’t control

Utilization

Retries



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

With the right tools we can manage the spectrum
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With RF being optimized, let’s look at client device

I do 3 things
1. Uplink*  data rates
2. Roaming decis ion
3. Randomly dis connect 
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Good roaming makes users happy

• Client is between 2+ high coverage cells

• AP triggered
• Auto RF, DFS

• AP encouraged
• 11k/v

• Client triggered
• Device movement, driver logic

• Might go off channel to look for target APs
• Time varies on number of channels enabled and 

supported

• Select the candidate and connect
• Derive PMK and PTK
• In PSK environments it’s quick
• In dot1x it varies 

• What EAP type used and connection to AS?

• What Roaming protocols are used?

• Enterprise voice requires <= 150ms transition times

What can trigger a roam? What happens behind the scenes?
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Roaming is complex to troubleshoot and monitor
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Meraki makes  it s imple

Roaming iswas complex to troubleshoot and monitor



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

So was retrospective troubleshooting

+
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But there is one more
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Get on 6GHz
Make the most from latest technologies

1k 6GHz clients on WPA2 
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Becaus e they us ed the wrong S S ID

That’s 1000 devices that missed out on 6GHz
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