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Wi-Fiis a way of Life




25 Year Anniversary of Wi-Fi =

802.11n 802.11ac 802 11ax  Wi-Fi 6E Wi-Fi 7
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Wi-Fi 7 Bells and W histles



320 MHz Channels - Europe

20 MHz

40 MHz

80 MHz

160 MHz

320 MHz
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OBSS interference

LINII-5

40 MHz channel using channel 45
as the primary channel

Primary and Secondary c stepping on each other

R

-60
160 MHz channel using PSC

-f0  channel 37 as the primary chanr

20 29 33 37 #




OBSS Interference blogs

40 MHz

Secondary

Primary Channel
 Signal Detect(SD): 4 dB SNR
* Energy Detect (ED): SD + 20 dB

Secondary Channel
« Signal Detect(SD): -72 dBm
* Energy Detect (ED): -62 dBm
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4K QAM —-will it work?

Wi-Fi

Wi-Fi 6/6E

Fi
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4096-QAM

1024-QAM

256-QAM
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4K QAM

Wi-Fi 7 Client

5764 Mbps

® MCS 13

2 Spatial Streams

4096-QAM
320 MHz Channel

0.8us Gl

1:45

& About this network

—~—N

e

RN = a@gI3%

WiFi7-Test_MLO

Connected

c? 0]

Disconnect Forget

Auto connect

Automatically connect when in range.

Network details

Signal strength
-40 db (Excellent)

Connection speed
5764 Mbps

Security
WPA3-Personal

MAC address
ea:1e:dc:bf:a7:7c (Random)

IPv4 address
192.168.68.50

ao
(=}

Share

©
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Multi-Link Operation (MLO) - multiple bands and multiple channels

6 GHz - 80 MHz

5 GCHz -40 MHz

2.4 GHz - 20 MHz

n
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Multi-Link Operation (MLO) -Data Aggregation

6 GHz Data #1

6 GHz

5 GHz

Aggregate Data




STR MLMR channel access -MLO Aggregation

simultaneous TX/RX period

5 GHz- Link 1 5 GHz- Link 1
=N
= @
) 4 ) 4
6 GHz-Link 2 6 GHz - Link 2
=N N
= =

simultaneous TX/RX period

simultaneous transmit and receive multi-link multi-radio (STR MLMR)
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STR MLMR channel access - MLO Aggregation - Mesh

simultaneous TX/RX period

5 GHz- Link 1 5 GCHz- Link 1
=N
L~ Q
) 4 \ 4
6 GHz - Link 2 6 GHz - Link 2
=N =N
? ?

simultaneous TX/RX period

simultaneous transmit and receive multi-link multi-radio (STR MLMR)



MLO Aggregate Mesh Performance

MLO Backhaul

=

Bandwith |DUT Settings Port Used Downstream | Upstream |Bidirectional
Enabled | Interface 9 P
Yes |6 +5 GHz |320+240MHz B”daee;:]“de Master and Slave: | 4430.933 | 4509.399 | 4766.941
, . 2.5GbE WAN Port
No 6 GHz 320MHz established |, . 3183.355 | 3242.875 | 3689.561
1 + 1GbE Port * 4
No 5 GHz 240MHz | DFS Enabled 2345.161 2329434 | 2515.455
Total Throughput 5528.516 5572.309 6205.016
Efficiency 80% 81% 77%
~= 6 GHz - 320 MHz channel <

MLO Mesh 4766 Mbps

5CHz-240 MHz channel



Wi-Fi7 -We FINALLY need MultiGig

* Tri-band Wi-Fi 7 APs will make the need
for MultiGig a requirement

« 2.5 or 5 MultiGig (802.3bz) Ethernet ports




Multi-Link Operation (MLO) -link steering

5 GHz

o 2

6 GHz

5 GHz

Lower latency
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EMLSR channel access - MLO link steering E

Link switch delay

5 GHz- Link 1 " 5 GHz- Link 1
PPDU -1
L~ N
Aﬂ o
) 4 ) 4
6 GHz-Link 2

PPDU -2 SS

6 GHz-Link 2
MU-RTS
— | muRTs
<

—>
? 2X2:2

Enhanced multi-link single radio (EMLSR) Channel Access
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EMLSR (MLO)

Ext Tag: Multi-Link (802.11be D3.0)
Ext Tag length: 247 (Tag len: 248)
Ext Tag Number: Multi-Link (802.11be D3.0) (107)
Multi-Link Control: 0x@01b@ Basic
.000 = Type: Basic (0)
. 0... = Reserved: 0x0

++1 .... = Link ID Info Present: True
..1. .... = BSS Parameters Change Count Present: True
.0.. .... = Medium Synchronization Delay Info Present: False
«» l.u. +... = EML Capabilities Present: True
«ssl vuuw +e.. = MDL Capabilities Present: True
«20. +vuv vuu. = AP MLD ID Present: False
vess 0.0 vawe ou.. = Extended MLD Capabilities and Operations Present: False
0000 000. .... .... = Reserved: 0x00

Common Info
Common Info Length: 13
MLD MAC Address: TPLink_66:77:6d (50:91:e3:66:77:6d)
Link ID subfield: 0x02
BSS Parameters Change Count: @
EML Capabilities: 0x0001, EMLSR Support
« «::.1 = EMLSR Support: True
. 000. = EMLSR Padding Delay: 0

«+» 000 .... = EMLSR Transition Delay: @
eass 0... .... = EMLMR Support: False
«ees 2000 .... .... = EMLMR Delay: @
.000 0... .... .... = Transition Timeout: @
Deee snne as ...« = Reserved: 0x0

MLD Capabilities: 0x0041

ETW ORKS, INC. ALL RICHTS RESERVED.
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Multi-Link Operation (MLO) - Two MAC layers =

link agnostic Layer 2 - Datalink

link specific

40 MHz -5 GHz channel 80 MHz -6 GHz channel
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MLD MAC Address

+ ¢ Extension: Multi-Link
Extension ID:
Length:

v = Multi-Link Control:

0000 0... .... ..

v Common Info

Common Info Length:
MLD MAC Address:
> = Link ID Info:
BSS Parameters Change...
»> — EML Capabilities:
> = MLD Capabilities and Op...

Basic, MLD MAC Address: 50:91:E3:66:77:6D, Link ID: 2

107

15 bytes

0x01b0

Type: Basic (0x0000)

Reserved

Link ID Info Present: Yes

BSS Parameters Change Count Present: Yes

Medium Synchronization Delay Information Present: No
EML Capabilities Present: Yes

MLD Capabilities And Operations Present: Yes

AP MLD ID Present: No

Extended MLD Capabilities And Operations Present: No
Reserved

13
50:91:E3:66:77:6D
0x02

0

0x0001

0x0041




Multi-Link Element (MLE) =

D Beacons, Probe requests/responses w

Multi-Link Element (MLE) Multi-Link Element (MLE)

MLD Common information MLD Common information

clientradiolinfo (2.4 GHz) = AP radio 1info (2.4 GHz)

= =
client radio 1info (5 GHz) = AP radio 1info (5 GHz) =
clientradiolinfo (6 GHz) =& =

AP radio 1info (6 GHz)
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Multi-Link Discovery and Setup

Multi-Link Element (MLE)

MLD Common information
client radio 1info (24 CGHz) =

ASSOC|at|On request client radio Tinfo (5 GHz) =

client radio1info (6 GHz) =&

? 240k — T 2o ?

5GHz client MLD MAC address

5CHz
6 GHz

3 9

=
’@ 6 GHz

Multi-Link Element (MLE)
MLD Common information
AP radio1info (2.4 GHz)

Association response oo

AP radio1info (6 GHz)

—

AP MLD MAC address

A) 9) )

4-Way Handshake

—
—
—
—
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Will Wi-Fi 7 drive Standard Power?

ERVED. 24



6 GHz - Standard power class devices

6875 7125
MHz MHz MHz MHz MHz
| == mmm m oo . o | | R
dard 26 apm | | | I |
S L. ... o
I | | I |
I | | | |
vV e | _______________________________l _____________________________ -
////Q\ - Automated Frequency Coordination (AFC) required O
|
]
'y .  AFC required
l e External antenna connectors allowed

e Weatherized enclosure allowed
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AFC —Functional Overview E

AFC Service provides maximum permissible transmission power levels that are available for use by
standard power devices operating in the allowed 6 GHz sub-bands

Geolocation
/ 6 GHz \ [ ﬁ
Devices @
A AP Proxy
— h = 1
'?=— = | w—fp Management
HTTPS
* . «
N
) ;‘i o]
< ) AFC
s AFC Service Calculation
\ Standalone AP / Provider Engine  Fixed Service DB

Persistent Approval Inquiry (PIA)
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Dual Client —Standard Power and LPI

Status MAC Address

® 96:9F:75:FC:30:D0
@ FE:08:9B:9E:B4:FF
@ S5C1B:F4:9A:38:1A

Hostname

Galaxy-521-Ultra-5G-Coleman
Pixel-8

Mac-mini

* Already 1000+ clients have been certified to
use both Standard Power or LPI (Dual-Client)

 There is no guarantee that all first-
generation LPI Wi-Fi 6E clients will be

recertified as “Dual-Client”

Class Il Permissive Change

1/17/24

Class Il Permissive Change

1/17/24

Class Il Permissive Change

1/17/24

Class Il Permissive Change

1/17/24

Class Il Permissive Change

1/17/24

Device Type Network =

Android Coleman-AFC
Android Coleman-AFC
Mac OS5 X 10.7+ Coleman-AFC

Google Pixel 8



6 GHz - The Wi-Fisuperhighway for the next 10 years and beyond =

5.925 MHz 6.425 MHz 6.52|5 MHz 6.875 MHz 7.125 MHz

UNII-5 ~ UNII-6 UNII-7 UNII-8

* *

:--l---------ll--------lllll--‘---l-------ﬂ------ﬂ----ll-l-limMm

* *

A, A

EMMM

' 80 MHz

5 | | (12) 40 MHZz channels

(6) 80 MHz channels
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Wi-Fi7 and 6 GHz

Design Considerations

ERVED. 29



PoE remains an important wired conversation with Wi-Fi 7

» The extra radio chains of tri-band
radios require more power

= 802.3at PoE Plus power of 25 watts

will be required in tri-band 2x2x2
APs

= 802.3bt PoE power of 30+ watts wi//
be required In tri-band 4x4x4 APs
for all the radio chains




Wi-Fi 6E/7 - Different levels of Security and Different SSIDs =

5 GHz channel (100) 6 GHz channel (37)
« SSID: eduroam « SSID: eduroam
o WPA3-Enterprise (802.1X) /\ o WPA3-Enterprise (802.1X)

(with transition modes)
« SSID: BYOD-6

« SSID: BYOD o WPA3-Personal (SAE)
o WPA2-Personal (PSK)
,ﬁ_#

« SSID: guest MLO SSIDs (all three bands)

o Open « SSID: employee-MLO

Y o WPA3-Enterprise (802.1X)

ERVED. 31



Alternative Design -5 GHz for roaming and 6 GHz for capacity =

5 GHz

» SSID: employee
o WPA2-Enterprise (802.1X)
6 GHz
., 5GHz « SSID: Critical-APP
6 GHz o WPA3-Enterprise (802.1X)
(no transition modes)

Wi-Fi 6E client

@
<
9

6 GHz

6 GHz « SSID: Critical-APP
o WPA3-Enterprise (802.1X)

U

o GHz

9



Europe -40 MHz Design E

5.945 MHz 6.425 MHz
I I
UNII-5 I

I

I

AARRAARAAAAARAAAAAARAAA 20m:
L8 090270, (13501430 (181 (189, 67 L7511 831 91! 40 MHz
I

Twelve 40 MHz channels available for channel reuse in UNII-5
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RANGE? -Low PowerlIndoor (LPI) class devices —EU E

Low-Power APs: 23 dBm EIRP

PSD is 10 dBm/MHz

6525 6875 7125

MHz MHz MHz
1 1
I I
| |
| |
) I

LPI Clients: 23 dBm EIRP
PSD js 10 dBm/MHz



160 MHz design for 802.11az device location accuracy =

Seven 160 MHz channels available for channel reuse

...
....
L/

802.11az

...
...
...
L/
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6 GHz -The Wi-Fi superhighway for Wi-Fi 6E, Wi-Fi 7, Wi-Fi 8, Wi-Fi9.... =

UNII-5 UNII-6

Tz N O I S S A ST

't's not the features.... It's the spectrum

ERVED. 36
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Supplemental
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Wi-Fi 6 and 6E for Dummies

Wi-Fi 6 &6E

dummies

Download your free copy:

https://bit.ly/WIiFi6E-Dummies




MLO considerations - DFS and RRM E

5.15 5.

25 5.35 5.47 5.725 5.825
I 0 [ I b b
0 0 l b b B5.85
I U ] [ I ]
I ] ] 0 I ]
0 ] [ U I Ui
O < 00 N W N W O g g m B S uu?

Do | hear radar pulses?

0 (73

U-NII-1
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MLO considerations — Multilink Reconfiguration (AP Removal)

5 GHz- Link 1
4::}
<>

6 GHz - Link 2
>
AP-T AP-2

5 GHz- Link 1

3

A 4

6 GHz - Link 2

N

? 2X2:2
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MLO considerations — Multilink Reconfiguration (AP Removal)

5 GHz- Link 1
=N
L~
) 4
6 GHz-Link 2
Aﬂ\
o
A 4
AP-1 S o
(O Sniffing
v
5 GHz- Link 1
=N
L~
A 4
6 GHz-Link 2
=N
-
> 2X2:2

AP-2
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Multi Link Power Save F=

TIM and DTIM Target Wake Time

[+ 802.11 MAL header s

= 802.11 frame body Clients and AP negotiate a scheduled wake-up time
f-'--timestamp 15940853 S ((( @
- beacon interval : 100 TUs Wi-Fi 6 AP =

-capability info =
info: SSID (0) Wi-Fi 6 loT devices
-info : supported rates (1)
-info : DS param set (3)
info : TIM {5) me '
length : 4 b ['WT trigger -
nexk DTIM : O beacon(s) h"a—’/ TWT tri gger
DTIM period @ 1 beaconis)
AI0 0 traffic indicakor : 0

TIM offset @ 0 = . . - :

D O b e &- ))) Client #1 sleeping Client #1 sleeping

AlD Frarmencicor i | Client #1 wakes and transmits data

AI0 2 kraffic indicakaor : 0

AI0 3 kraffic indicatar : 0 - .

AID 4 kraffic indicator ; O @))) CIIent #2 Sleeplng

AID S traffie indieator + 0 = Client #2 wakes and transmits data

AI0 & kraffic indicakar : 0
AI0 7 kraffic indicakar : 0

©2022 EXTREME NETW ORKS, INC. ALL RIGHTS RESERVED. 43




Multi RU —multiple resource unit (small)

|

20 MHz 20 MHz 20 MHz 20 MHz
126 | 52 @Mi 26 e 26 52 VQ—é\ 52 1\ 26 106 | 242
client1 client 2 client 3 client 4 client 5 client 6 client 7
small MRU sizes: 80 MHz

26 tone + 52 tone
26 tone + 106 tone
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Multi RU - multiple resource units (large)

20 MHz 20 MHz 20 MHz 20 MHz
242 242 484
client 1 client 2 cIieht]
80 MHz

Large MRU sizes:

242 tone + 484 tone

484 tone + 996 tone

Other various combos for 160 MHz and 320 MHz channels

©2022 EXTREME NETW ORKS, INC. ALL RIGHTS RESERVED.
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Puncturing in 6 GHz.

UNII-7 UNII-8
SRALRARREALEAE/QREGEEEEEEE 20 MHz

UNII-5

40 MHz
80 MHz

160 MHz

320 MHz

46
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W i-Fi 8 - Multiple AP Operation =

MAC methods: % PHY methods:

* Coordinated OFDMA  Coordinated Beamforming
* Coordinated Spatial Reuse « Coordinated Joint Processing
« Coordinated TDMA
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