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Primary Security Options

802.1x EAP

Open / Captive Portal

Pre Shared Key

Best Option – but can be complex to deploy

Issues – Privacy – Key Management Etc 

Traditional Guest Access – Mac Issues, HTTPS, CNA
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Security Considerations
Security is a large part of the user experience – ensuring the right solution is a challenge!

Video Credit: https://10guards.com/en/
Original Link: https://www.youtube.com/watch?v=84gvEKJiJzc
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Convenience

At what point does the user just 
connect to the guest WLAN or 5G 
on their phone…?

https://10guards.com/en/
https://www.youtube.com/watch?v=84gvEKJiJzc
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Networks are changing…

Server Farm

INSIDE OUTSIDE
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2025 Corporate Network - Glorified Hotspot..?

Telco Cloud

Cloud Data 
Center

Cloud Delivered 
Enterprise

Cloud 
ManagementCloud 

Computing

Secure Automated 
Multicloud

Virtual Machine                      

Starbucks

Corporate
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MPSK / PPSK / DPSK – Many versions!

• Addressing the main issues with the traditional PSK
• Single key – gets shared – no audit trial
• Single key – almost impossible to manage rotation
• Single key – all users are the same per SSID
• SSID proliferation for client differentiation

• Multiple Pre Shared Key 
• Key per user / application / type of device
• Multiple VLAN support
• Key rotation made simpler
• Single SSID – unlimited types of user
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Visitor Guest Management – Seamless & Secure

ü Provision a unique, temporary code for each visitor

ü Share credentials via email and or text message with visitors

ü No more insecure guest network policies, with one password for all

Integrated - Personal PreShared KeySponsored Guest Access
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IOT – Real Customer Example

• Large distributed retailer – 18,000 sites

• 10 IOT VLANs defined

• Different PSK per device type per VLAN per site

• Around 200,000 keys in the system – only valid on relevant site

• Managed automatically through API – from Service Now & Netbox

• Each PSK has a policy attached to only allow specific service

• Key value is very low in real terms
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Wi-Fi User Authentication
• 802.1X usual route to secure connection

• Positives:
• VLAN derivation
• Role based access
• Firewall based on role

• Negatives
• Radius server infrastructure required
• Complex to configure and maintain (client and IT)
• Limited options in cloud first deployments

• Multiple Pre Shared Key
• Positives:

• Same VLAN, Role based access and firewall rules
• Simple setup from corporate and end user perspective
• Traceable key sharing and device control

• Negatives
• Not as secure as 802.1X
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MPSK as a corporate connection – Customer concept

• Device connects with well known PSK – which allows access to registration site

• User authenticates and generates a unique key / policy pair auto installed on laptop

• Device re-connects with new PSK

• Periodically – background task on laptop creates a new PSK
• Laptop uses Mist API to push new PSK into MIST cloud
• Laptop connects using the new PSK to validate it works 
• Laptop then deletes it’s old PSK in the Mist API
• Self rotating keys!

• Keys don’t have to be Password1234 – they can contain any ASCI character 

• API automation removes the need to have human readable keys
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API is Key!
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But a great GUI helps.
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Manage Key Utilisation
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So is a single SSID possible?
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Thank you


