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What would | tell my younger self?
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Explaining the Complex & Invisible

» 802.11/Wi-Fi is incredibly Complex
e 802.11/Wi-Fi is incredibly Resilient

* How to explain®
e Use LEGO of course!



Unorganized Information/Data
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Organized




Structured




Explained with a Story...




Know Yourself

Using stories... of course!



When | was younger...

BYU

MARRIOTT SCHOOL
OF MANAGEMENT




VISUAL

LEARN BY SEEING
* Charts, Graphs

* Graphic organizers
®* | esson outlines

® Picture aids

* PowerPoinTs

READ/ WRITE

LEARN BY READING &

WRITING
* Books & texts

® Dictionaries

*Note-taking

How Do YOU Learn Best?

AUDITORY

LEARN BY HEARING

*Read-alouds
*istening centers

*\/erbal instructions
*Discussions
*Repeat o a friend

KINESTHETIC

LEARN BY DOING
®* Incorporate body

movement

* [actile- Touch, feel

*Honds-onl



Employment Options in Wireless LANs

customer

Vendor



WLAN Compensation Analysis

Vendor US EU RoW

Cisco $121,000 $74,000  $72,000 :

Aruba $122,000 $70,000  $79,000

'Ruckus $128,000 $89,000  $54,000 E

Ubiquit $97,000 $43,000 NA L L ! L

Annual Compensation

Average No Cert CCIE-W CWNE CWNA AnyAruba

Overall $104,000 $99,000 $145,000 $137,000 $111,000 $112,000 $144,000
'US/Canada $121,000 $107,000 $175,000 $157,000 $132,000 $128,000 $150,000.
' Europe $75,000 $75,000 $82,000 $84,000 $69,000 $76,000 $100,000 '

'Rest of World $77,000 $88,000 $77,000 $101,000 $86,000 $92,000 $160,000 .
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Know Your Priorities

Don’t get stuck on the WHAT

 Focus on the WHY and the HOW
 Then when you completely understand them...

e Then move to the WHAT

* Three quick WISP gig stories

 Cannabis Cameras, Marketing Numbers, Rural Internet



Tip on Scheduling Your Priorities

All about
the Bl
rOCKS!




Know the RF Fundamentals



Data
Rates/ Authentication
Category

Range Security

F i
requencies Socuhy

Encryption Integrity

(Single Hop)

So many protocols... "

802.15.4
@ LoRA/LoRaWAN
zigbee Sigfox
f Bluetooth
o @ i) 164 Towa
BLE
THREAD
GB Bluetooth 6LoWPAN
Halow Bluetooth Zigbee
. 4.9
:\n :\n :\@‘ - E Low Energy
%) h . ‘ ' ISA Thread
c WIR EL?S%
: ° . ALLIANCE S Wave
WiGIg /Achrs a
&Ew'li‘-l!-i IAI;iIaE(g Shared spectrum. Expanded opportunities. LéRaW AN WirelocsHART
ISA100.11a

.'ij.LoWPAF’

2.4 GHz, 5 GHz,
and now 6 GHz

2.4 GHz, Sub 1

GHZ

Sub 1 GHz

Sub 1 GHz

2.4 GHz

2.4 GHz

2.4 GHz

2.4 GHz, Sub 1
GHz

2.4 GHz

Sub 1 GHz

2.4 GHz

2.4 GHz

30-2,000 m

30-10,000 m

100 - 15,000 m

100 - 15,000 m

10-1,500 m

10-1,500 m

30-300 m

10 - 300 m (Line
of Sight)

75-100 m indoors

30-300m

10 -300 m

30-300 m

30-300m

High
LAN

Low/Mediu AES-CCM

m

Low
LPWAN

Low
LPWAN

Medium
PAN/LAN

Medium
PAN/LAN

Low/Mediu

m
PAN/LAN

Low
PAN/LAN

Medium
PAN/LAN

Low
PAN/LAN

Low
PAN/LAN

Low
PAN/LAN

Root Session Keys

UL-AUTH

AES-CCM

AES-CCM

AES-CCM

Install Code

PAKE

Inclusion

Join Key

Join Key

AES-128 (DL)

MAC/Sequence
Number

AES-128 (DL, App) MAC/Sequence

AES-128 (App)

AES-128

AES-128

AES-128 (DL),
IPSec (Net), TLS
(Trans)

AES-128 (Net,
App)

AES-128 (DL)

AES-128 (App)

AES-128 (DL, Net)

AES-128 (DL, Net)

Number

CRC/Message
Counter

CRC/MIC

CRC/MIC

MAC/Sequence
Number

MAC/Sequence
Number

MAC/Sequence
Number

MAC/Sequence
Number

MAC/Sequence
Number

MAC/Sequence
Number

Centarlized (with
install codes
support),
Distributed

AES-128

AES-128

AES-128
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2.4 GHz Frequencies

Bluetooth, BLE, 802.15.4, 802.11

2.4GHz Unlicensed Spectrum

Wi-Fi
802.11b - 22MHz

802.11g/n/ax - 20MHz

3 20MHz Channels

4 Ch Plan - Non-US

Center Freq

802.15.4/Zigbee

16 2MHz Channels
(5MHz Spacing)

Center Freq

BLE

40 1MHz Channels
(2 MHz Spacing)

Center Freq

BlueTooth

79 1MHz Channels
(1 MHz Spacing)

Center Freq

OO AN

OO AN

OO AN

; : . , . , PROFES 0 LS
<- Wavelength = 12.4 cm - 4.9" ; E : : , i | i !
: Guard Guard E E
| Channel 5 e Channel 10 e . Japan - 802.11b - Only .
; Guard Guard
: Channel 4 uar Channel 9 uar Channel 14
' Band Band
! Guard Guard Guard !
' Channel 3 Har Channel 8 Har Channel 13 Har :
' Band Band Band !
Guard Guard Guard :
Channel 2 Her Channel 7 Har Channel 12 e :
Band Band Band :
Guard Guard Guard i !
Channel 1 Har Channel 6 e Channel 11 Her ! |
Band Band Band : :
Channel 5 Channel 9 i
L2 2} 2 L2 L 2l 2} L2 2 L2 2} L 2 2} 2 ; 2 ;
: 4] 4] 4 L4 : 4! 4! : 4 4 : 4 4| : 4] 4] 4 : 4 :
2407 + 5 X Ch Number : 1| 1| 5 . 5 . 3. 3. . 4 4 : 5 5| : 6, 6, v . 8 .
: 2i 7i 2 v7 5 2i 74 ; 2 7 : 2 7 : 2} 7i 2 ; 4 ;
FSPL at Tm -40.080B : : : : E -40.33dB :
i 1 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 E
| 2! 2 2! 2 20 ! 2 2. 2 2 2 2 2 2! 2 2. 2 2
! 4 4 4 4 4, 4. 4 4. 4 4 4 4 4 4 4 4. 4.
5 o 1 1 2 20 3! 3 q 4 5 5! 6: 6! 7 71 8! 9!
! 51 0. 5 0 5. 0: 5 0: 5 0. 5 0. 5 0 5 0: 0:
<-2.400 GHz - FCC LowerLimiti= = = = = = = = = = oo oo oo e e et e e e e e e e e e e e e e e B I B I e e e e e e e e e e e aaaaa.a e P 2.4835 GHz - FCC Upper Limit -> |
37, 38 & 39 are BLE "adverstising" channels l : :
37 38 : ' 39 :
, 0 1 2 3 4 5 6 7 8 9 10 : 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 ; 5
2i 2 2 2: 2: 2: 2: 2 2 2 2 2! 2! 2! 2! 2! 2! 2! 2! 2! 2 2 2] 2! 2! 2! 21 21 2! 2 2 2! 2 2 2 2 2 2! 2! 2 E
4! 4! 4! 4! 4! 4! 4! 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4! 4! 4! 4! 4! 4! 4! 4! 4! 4! 4 4 4 4 4 4 4 4 5
0 0 0! 0! 1 1 1 1 1 2 2 2! 2! 2! 3! 3! 3! 3 3! 4, 4 4 41 41 5 5 5 5 5 61 61 61 6 6 7 7 7. 7. 7, 8 !
2, 4, 6! GH 0! 2, 4, 6 8 0 2 41 6! 8 0! 21 41 61 8 0! 2 4 6l GH 0! 2, 4, 61 8! o} 2, 4, 6 8 0 2 41 61 8 0! i
0123 [4|5|6|7|8]9|10[11]12[13|14[15|16[17|18[19|20[21]|22[23|24|25|26(27|28(29|30(31|32(33|34|35|36|37(38|39[40|41[42|43[44|45(46|47|48|49(50|51|52|53|54|55(56|57|58|59|60|61|62|63|64|65|66|67|68[69|70(71|72(73|74|75|76(77|78 12.0cm-4.7" -> |
2:252:252:252:252:252:252:252:2222222252:252:252:252:252:252:252:252:252:222222525252:252:252:252:252:252:252:252:252:252:22222252:252:252:252:252:252:252:252:252:22222
4;4:4:4:4;4:4;4:4;4:4;4:4;4:4;44444444:4;4:4;4:4;4:4;4:4;4:4;4:4;4:4;4:4;444444:4&4:4;4:4;4:4:4:4;4:4;4:4;4:4;4:4;4:4;4;4;444444:4;4:4;4:4;4:4;4:4;4:4;4:4;4:4;4:4;44444
05 0! 05 0! 05 0! 05 0! 05 1 15 1 15 1 15 "o 1 1 2 20 2 2 25 2! 25 2! 25 2! 35 3! 35 3! 35 3 35 3! 35 3! 45 41 4 4 4l 4} 4 4§ 4! 45 5! 55 5! 55 5! 55 5! 55 5! 55 6' 65 6! 65 6! éi 6! 65 6f 60 70 70 70 T 75 7! 75 7 75 7! 85 8! 85 8! 85 8! 85 8! 85 8! 95 9t 9l 91 9l 9
1020 3 4 51 60 70 8 9 0L 10 21 31 4 51 6l 70 8 9 0] 11 2] 31 4 51 6 7 8 9 0 11 20 31 4 51 6 7 8 9 0 11 2 3] 4 5/ 6 7] 8 9 0i 11 2 3 4 5 6 70 8 9 0i 10 2 3 4 5 6 70 8 9 0o 11 2 31 4 5 6 71 8 91 0 11 2 3|4 5 6 70 8 9 o 11 2 3 4] 5




3.5 GHz Frequencies

CBRS - Private LTE

Opens up 150 MHz spectrum in a tiered model
3550 3600 3650 3700

#

lTler 1 1 DoD, Navy Incumbents are protected from
ncumbents FSS RX'O“'(Y;WPZ interference from PAL and GAA

PAL is protected from GAA, and is
auctioned in 10 MHz blocks up to 7
licenses

Tier 3 and yields to PAL and Incumbents

General Authorized Access when detected



5 GHz Frequencies

802.11 n, ac, ax

5 GHz Channel Allocations

Frequency

Radio Band

Qty Center Freq

25 20 MHz
12 40 MHz
6 80 MHz
3 160 MHz

FCC-US

ISED - Canada

ACMA - Australia

ETSI - EU

20 MHz

Center Freq

Free Space Path Loss 1m

Qty Qty
25 28
12 14
6 7
3 4

200 MH: relessLAN
P ROFESSI|O
5000 + 5 X Ch. Number DFS Channels DFS Channels
Past Proposal TDWR 165 was ISM, now U-NII-3 Proposed
U-NII-1 U-NII-2a UNII-2b U-NII-2¢ (Extended) U-NII-3 UNII-4
o o o o o o o o o o o o o o o o o o o o o o o o o o o o un wn n un un wn wn wn
e0] o N <t 0 o0} o N < ) (e0] o N <t 0 e 0] o N < 0O e0) o N <t 0 (e0) o N < 0 e0] o o < 0 e0)
e S N N N N 5 ™ ™ ™ ™ < < < < < Ty 0 D s vy 0 0 0 0 0 N N N N N S o a0 a0 &
n (Tp] n n un n n un n n n n n un n n un n n n n n n n n un un n uwn un n n un n n un
36 40 44 48 52 56 60 64 68 72 76 80 84 88 92 96 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 169 173 177
38 46 54 62 70 78 86 94 102 110 118 126 134 142 151 159 167 175
42 58 74 90 106 122 138 155 171
% Z 7 S
1,000 mW Tx Power 250 mw w/6dBi Not Currently Available 250 mw w/6dBi 120, 124, 128 144 1,000 mW Tx Power Not Currently
Indoor & Qutdoor Indoor & Qutdoor for Unlicensed Indoor & Qutdoor US - Allowed Now Indoor & Qutdoor Available For
No DFS needed DFS Required DFS Required Allowed No DFS needed Unlicensed
FCC - Except Outdoor Same as FCC Same as FCC TDWR Same as FCC Canada
License Reqg. >200 mW Not Allowed PtP allows Higher EIRP
200 mW EIRP 200 mW EIRP - DFS & TPC 1,000 mW - DFS & TPC TDWR 1,000 mW - DFS & TPC 4,000 mW Tx Power
Indoor 100 mW EIRP - DFS-Only 500 mW - DFS-Only - No TPC Not Allowed 500 mW - DFS-Only Indoor & Outdoor
Indoor Indoor/Outdoor Indoor/Outdoor No DFS needed
100 mW 200 mW EIRP 1,000 mW EIRP UK 4,000 mW EIRP
No DFS/TPC DFS/TPC DFS/TPC No DFS/TPC - Outdoor
Indoor Indoor Indoor/Outdoor 144 Fixed Wireless Access
200 mW EIRP 10-min TWDR 25mwW 25mW - SRD - No DFS
DFS/TPC - Indoor Scan Time SRD
36 40 44 48 52 56 60 64 68 72 76 80 84 88 92 96 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 169 173 177
o o o o o o o o (»] o o o o o o o o o o o o o o o o o o o (¥p] wn wn (¥p] wn n (¥p] wn
[ee] o N < 0 o0} o N < 0O oe) o N < 0 oe) o o < 0 o0) o N < 0 [o0) o N < 0 o0] o N < 0 oe)
- N N N N N ™ ™ ™ ™ ™ < < < < < Ty 1 10 10 Yy 0 0 0 0 0 N N N N N s a0 a0 a0 a0
(Vo] un N (Vo] N (Vo] un (Vo] un wn un un wn un un wn un (Yo (Yo un (Vo] N un un N (Vo] N (Yo un N L (Vo] (Vo] un uwn (Vo]
<- Wavelength 5.8cm - 2.3" Wavelength 5.1cm - 2.0" ->
<t ™~ o < ™~ o <t ~ o o™ ™~ () o™ ~0 o~ o™ ~0 o~ N LN (e 0] - < o 0] - <t ™~ o << ™~ o o™ ~0 o~ N <
™~ ™~ o0 (e 0] o0 o~ o~ o~ o () e, - - - - o o (9] o™ o™ ™ < < < LN n n 0 0 0 ™~ ™~ ™~ ™~ o0 (e 0]
To) 7o) To) To) 7o) L To) Te) Ne) Nel Ne) Ne) Ne} Vel Ne) N} N} Ne) Ne} N} Ne) Ne} N} Ne) Ne} N} Ne) No) No) Ne) No) No) Ne) O O e}
5 5 5 5 5 ] 5 5 ¥ \: 1 5 ¥ \: 1 5 ¥ \: 1 5 5 \: 1 5 5 v 5 \: | 5 5 \: | : 1 5 5 ¥ 5 5 ¥ 5 ¥



6GHZz

6 GHz Channel Allocations
FCC - USA <- Wavelength 5.1cm - 2.0" 1.2 Gigahertz of Spectrum <- Wavelength 4.6cm - 1.8" Wavelength 4.2cm - 1.6" ->

Low PowerIndoor 5[ &  5dBm/MHz- Net EIRP 18dBM = LPI |§ |§ 5 g
Radio Band E UNII-5 UNII-6 UNII-7 7|8 UNII-8
il ~ & = o 0 ~ N = @ 0 R & = @ 0 ~ S = @ 0 ~ & = “ 10 ~ @ = @ 15 ~ & = @ 0 ~ N = @ 10 ~ S = @ 10 ~ & = o 0 ~ o = @ 1 ~ S =
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29 40 MHz 3 [ 11 || 19 || 27 || 35 || 43 || 51 [ 59 || 67 || 75 || 83 || 91 [ 99 | 107 |[ 15 || 123 || 131 [ 139 |[ 147 || 155 || 163 |[ 171 |[ 179 || 187 [[ 195 J[ 203 || 211 || 219 |[ 227 ] 29
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Standard Power AP | i| & 36dBm with Automated Frequency Coordination (AFC) I§ I@ 5 g
Radio Band 3 UNII-5 UNII-6 UNII-7 7|8 UNII-8
f n Ln Ln LN Ln Ln LN LN LN n n n o n n n Ln Ln LN Ln LN LN LN n n n n o n Ln Ln LN LN LN Ln LN LN o n n n n Ln Ln Ln LN LN LN LN LN n n Lo n n n Ln Ln Ln
Qy Center Freq sh & & & ) 3 3 ) 3 = 2 < = e S & q N & & @ @ & & = < < S S o 3 e B 5 % 3 3 S &) ~ R ~ N R & 3 Y ) & & & & & & ) 3 S S ) = Qy
8 n n n O O ~O ~O ~O ~O ~O O O O O O O O O ~O ~O O O ~O O O O O O O O O ~O ~O ~O ~O ~O ~O O O O O O O O O ~O ~O ~O O O O O O N~ N~ N~ N~ N~ N~
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14 80 MHz 7 [ | 23 || 39 [ 55 [ 71 || 87 | 103 19 | 135 [ 151 [ 167 | 183 199 215 14
7 160 MHz m 143 s 207 7
320 MHz 95 159 3
Very Low Power AP | & 3 25mW/14dBm Still under review by the FCC for inclusion in the United States I g I 8 5 g
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Client Devices 6dB Below AP Peak
ETSI-EU 500 Megahertz of Spectrum
5/%  5dBm/MHz- Net EIRP 18dBM = LPI 25mW/14dBm = VLP g
Radio Band UNII-5
Low Power Indoor (LPI) & Very Low Power (VLP)
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Zoom In on Detalls

6 GHz Channel Allocations
FCC-USA <- Wavelength 5.1cm - 2.0" 1.2 Gigahertz of

Low PoweriIndoor |53  5dBm/MHz - Net EIRP 18dBM = LPI

Radio Band 5 UNII-5

I 83 R ® < @ 1w R 2 2 @8 B8 R 7

Qty Center Freq = B o) o) O O O O O — — — — —

N LN LN LN O O O O O O O O O C

59 20 MHz 1 5 9 13|17 ][ 21 ][ 25 |[ 29 |[ 33 |[ 37 |[ 41 |[ 45 |[ &
29 40 MHz
14 80 MHz
7 160 MHz
3 320 MHz

Preferred Scanning Channels
In BOLD (PSC)

Free Space Path Loss at 1m

-47.03
-47.06

-46.95
-47.01

-47.12
-47.15
-47.18
-47.23
-47.26
-47.29



Master dB math
Not merely memorize 10’s and 3’s... but UNDERSTAND

Eo\slj AB Math in S Minudes

Rale #
Left Side is Decibel Right Side is Normal
Raule #2
Memorize These
P‘us Tim%
Mi/\us 'Divio\ez
0 0

3 2




-10.0

-20.0

-30.0

-50.0

-70.0

0

F

10

Double Distance - One Quarter the Energy
Subtract-6dB

8m
‘//////-SSdB

Free Space Path Loss

Distance in Meters

20

32m
-70dB

BZmT

-76dB

30



Understand RF Modulation Process

It is Core and Central to everything we do



Sine Wave (Front & Side View)
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Sine Wave (Orthogonal View)
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MODULATION
CONSTELLATIONS

BINARY PSK (BPSK)

e 1 bitatatime

e | arge EVM (Error Vector Magnitude)
* Very SIMPLE

e \Very ROBUST

e \Very SLOW (~6 Mbps)

e Around ~ 2-4dB SNR

* \/ery easy to achieve




MODULATION
CONSTELLATIONS

QUADRATURE PSK (QPSK)

¢ 2 bits at a time

e 72X more throughput

¢ 1/2 less EVM/Robustness
e EVM gets smaller

e A bit more complex
e Still ROBUST

Ol

270°

00

90°




0010 0110 1100 1010

CONSTELLATIONS

x
0011 O111 1011

e 4 bits at a time

e EVVM gets even tighter
270°

e X more throughput
e 1/4 less EVM/Robustness
* Getting more

0001 0101 1101 1001

e But, still pretty to achieve

0000 0100 1100 1000



CONSTELLATIONS

|
® 6 o6 o o o o o

| | 910 110 m&m 101 110% 100 110
¢ Introduced with 802.11n o o o ®
¢ 6 bits at a time | - x__ I
, — oo

e 1.5 X more throughput 270" 1

1
e 1/4 less EVM/Robustness ® ® ¢ ® ® ® ® ®

e EVM is very small. |

e \Very o o o o t o o o o
e Very FAST (150, 300, 450+ Mbps)
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e Introduced with 802.11ac

e 8 bits at a time
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RSSI, SNR, Noise, Modulation

dBm

-40

RSSI

- 50 OFDM / 256 QAM

- 60 G
OFDM / 64 QAM

/\

OFDM /16 QAM
S

: " > ~ < - : e = - - /
-80 i_“.r" M . 4 - .t o . .S - ’ T . s & == 'S - 8 ‘ )

.90 FDM

Loy TRy T R

100 — OFDM MPSK

Noise

-




Know Antennas

Cover what you want, while not covering what you don’t want!

Beamwidth measured in degrees at
points where the main lobe

decreases by -3 dB (60°)

2107

Side/back
lobes

'll||||||\

270"




Paper Visualization Tool
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Antennas are NOT created equally

f' 10 dBm §(EIRP: 9.67 dBm) " 10 dBm (EIRP:12.2 dBm) " 10 dBm (EIRP: 12.27 dBm)

OO OO QO

10 dBm (EIRP: 14.0 dBm) 10 dBm (EIRP: 14.4 dBm) ’ 10 dBmf (EIRP: 18.73 dBm)

QQQ OO <0




Know the PHY

RF MEDIUM
Contention Overhead
Process Process Process

0

Wi-Fi Device -

Client Point



Contention Process

- How to Access RF Medium 4 g g

Vait until
/1 . medium is clear
- AKA - "The Game ﬂ‘—] .

! NO

Virtual Carrier Ser
(NAV)
Is NAV = 0*

- Preamble Detect

e e e oot
IFS interval

- Energy Detect

- Transmit Opportunity TxOp
- Wait Time

- Random Slots (CW)

- QoS -
- Duration ID

i Transmit Frame




The “Game”

Immediate access when

medium is free = DIFS P DIFS
PIFS
DIFS ) |
< o
Medium Busy ‘SIFS
Defer Access
|4

Starts when any station has
reached O remaining backoftf slots

Contention Window
> Next Frame /

chosen number of slot times

\— Slot Time (unique to PHY)




MCS Process

802.11n and 802.11ac

HT |VHT
MCS |MCS

NO-~Og A 0N - 0O

10
11
12
13
14
15

0
1
2
3
4
5
6
7
8
9

NV O NOOL S W - O

Modulation|Coding| Data Rate | Min.
SNR

BPSK
QPSK
QPSK
16-QAM
16-QAM
64-QAM
64-QAM
64-QAM
256-QAM
256-QAM

BPSK
QPSK
QPSK
16-QAM
16-QAM
64-QAM
64-QAM
64-QAM
256-QAM
256-QAM

1/2
1/2
3/4
1/2
3/4
2/3
3/4
5/6
3/4
5/6

1/2
1/2
3/4
1/2
3/4
2/3
3/4
5/6
3/4
5/6

6.5
13
13D
26
39
52
58.5
65
/8

13
26
39
52
/8
104
117
130
156

20MHz

/.2
14.4
27
28.9
43.3
57.8

65
722
86.7

14.4
28.9
43.3
57.8
86.7
115.6
130.3
144 .4
1433

2
5
9
11
15
18
20
25
29
31

o

11
15
18
20
25
29
31

MCS, SNR and RSSI

RSSI

-82

40MHz

800ns [ 400ms
13.5 15
27 30
40.5 45
54 60
81 90
108 120
1215 135
135 150
162 180
180 200
27 30
54 60
81 90
108 120
162 180
216 240
243 270
270 300
324 360
360 400

Min.
5 -79
8 -76
12 -74
14 -71
18 -67
21 -63
23 -62
28 -61
32 -56
34 -54
5 -79
8 -76
12 -74
14 -71
18 -67
21 -63
23 -62
28 -61
32 -56
34 -54

80MHz

500ms [ 400ms
293 325
58.5 65
87.8 975
117 130
B T e
234 260
263.3 292.5
2925, | 325
351 390
390 433.3
58.5 65
117 130
5.5 L 195
234 260
351 390
468 520
526.5 585
585 650
702 780
780 866.7

Min.

8
11
15
17
21
24
26
31
35
37

11
15
17
21
24
26
31
35
37

-76
-73
-71

58.5
117
175.5
234
351
468
526.5
585
702
780

117
234
351
468
702
936
1033
1170
1404
1560

65
130
s
260
390
520
585
650
780

866.7

130

260

390

520

780
1040
1170
1300
1560
1733

wirelessLAN

160MHz

i,
800ns [ 400ns] SNR

11
14
18
20
24
27
29
34
38
40

11
14
18
20
24
27
29
34
38
40

RSSI



802.11n. 802.11ac, and 802.11ax MCS Index

OFDM (Prior 11ax) OFDM (802.11ax)
| 20MHz | 40MHz | 80MHz | 160MHz | = 20MHz = | @ 40MHz = | @ 8MHz = | @ 160MHz |

MCS Index

P e e e e e o e e e e it e e e ot e e
Streams
O 0 O BPSK 13.5 29.3 32.5 58.5 17.2 16.3 14.6 34 30.6 72.1 68.1 61.3
1 1 1 QPSK 1/2 13 14.4 27 30 58.5 65 117 130 17.2 16.3 14.6 34.4 32.5 29.3 72.1 68.1 61.3 144.1 136.1 122.5
2 2 2 QPSK 3/4 19.5 21.7 40.5 45 87.8 97.5 175.5 195 25.8 24.4 21.9 51.6 48.8 43.9 108.1 102.1 91.9 216.2 204.2 183.8
3 3 3 16-QAM 1/2 26 28.9 54 60 117 130 234 260 34.4 32.5 29.3 68.8 65 58.5 144.1 136.1 122.5 288.2 272.2 245
4 4 4 16-QAM 3/4 39 43.3 81 90 175.5 195 351 390 51.6 48.8 43.9 103.2 97.5 87.8 216.2 204.2 183.8 432.4 408.3 367.5
5 5 5 64-QAM 2/3 52 57.8 108 120 234 260 468 520 68.8 65 58.5 137.6 130 117 288.2 272.2 245 576.5 544.4 490
6 6 6 64-QAM 3/4 58.5 65 121.5 135 263.3 292.5 526.5 585 77.4 73.1 65.8 154.9 146.3 131.6 324.3 306.3 275.6 648.5 612.5 551.3
7 7 7 64-QAM 5/6 65 72.2 135 150 292.5 325 585 650 86 81.3 73.1 172.1 162.5 146.3 360.3 340.3 306.3 720.6 680.6 612.5
8 8 256-QAM 3/4 78 86.7 162 180 351 390 702 780 103.2 97.5 87.8 206.5 195 175.5 432.4 408.3 367.5 864.7 816.7 735
9 9 256-QAM 5/6 N/A N/A 180 200 390 433.3 780 866.7 114.7 108.3 97.5 229.4 216.7 195 480.4 453.7 408.3 960.8 907.4 816.7
10 1024-QAM 3/4 129 121.9 109.7 258.1 243.8 219.4 540.4 510.4 459.4  1080.9 1020.8 918.8
11 1024-QAM 5/6 143.4 135.4 121.9 286.8 270.8 243.8 600.5 567.1 510.4 1201 1134.3 1020.8
8 0 O BPSK 1/2 13 14.4 27 30 58.5 65 117 130 17.2 16.3 14.6 34.4 32.5 29.3 72.1 68.1 61.3 144.1 136.1 122.5
9 1 1 QPSK 1/2 26 28.9 54 60 117 130 234 260 34.4 32.5 29.3 68.8 65 58.5 144.1 136.1 122.5 288.2 272.2 245
10 2 2 QPSK 3/4 39 43.3 81 90 175.5 195 351 390 51.6 48.8 43.9 103.2 97.5 87.8 216.2 204.2 183.8 432.4 408.3 367.5
11 3 3 16-QAM 1/2 52 57.8 108 120 234 260 468 520 68.8 65 58.5 137.6 130 117 288.2 272.2 245 576.5 544.4 490
12 4 4 16-QAM 3/4 /8 86.7 162 180 351 390 702 780 103.2 97.5 87.8 206.5 195 175.5 432.4 408.3 367.5 864.7 816.7 735
13 5 5 64-QAM 2/3 104 115.6 216 240 468 520 936 1040 137.6 130 117 275.3 260 234 576.5 544.4 490 1152.9 1088.9 980
14 6 6 64-QAM 3/4 117 130 243 270 526.5 585 1053 1170 154.9 146.3 131.6 309.7 292.5 263.3 648.5 612.5 551.3  1297.1 1225 1102.5
15 7 7 64-QAM 5/6 130 144.4 270 300 585 650 1170 1300 172.1 162.5 146.3 344.1 325 292.5 720.6 680.6 612.5 1441.2 1361.1 1225
8 8 256-QAM 3/4 156 173.3 324 360 702 780 1404 1560 206.5 195 175.5 412.9 390 351 864.7 816.7 735 1729.4  1633.3 1470
2 9 256-QAM 5/6 N/A N/A 360 400 780 866.7 1560 1733.3 2294 216.7 195 458.8 433.3 390 960.8 907.4 816.7 1921.6 1814.8 1633.3
10 1024-QAM 3/4 258.1 243.8 219.4 516.2 487.5 438.8 1080.9 1020.8 918.8 2161.8 2041.7 1837.5
11 1024-QAM 5/6 286.8 270.8 243.8 573.5 541.7 487.5 1201 1134.3 1020.8 2402 2268.5 2041.7
16 0 O BPSK 1/2 19.5 21.7 40.5 45 87.8 97.5 175.5 195 25.8 24.4 21.9 51.6 48.8 43.9 108.1 102.1 91.9 216.2 204.2 183.8
17 1 1 QPSK 1/2 39 43.3 81 90 175.5 195 351 390 51.6 48.8 43.9 103.2 97.5 87.8 216.2 204.2 183.8 432.4 408.3 367.5
18 2 2 QPSK 3/4 58.5 65 121.5 135 263.3 292.5 526.5 585 77.4 73.1 65.8 154.9 146.3 131.6 324.3 306.3 275.6 648.5 612.5 551.3
19 3 3 16-QAM 1/2 78 86.7 162 180 351 390 702 780 103.2 97.5 87.8 206.5 195 175.5 432.4 408.3 367.5 864.7 816.7 735
20 4 4 16-QAM 3/4 117 130 243 270 526.5 585 1053 1170 154.9 146.3 131.6 309.7 292.5 263.3 648.5 612.5 551.3  1297.1 1225 1102.5
21 5 5 64-QAM 2/3 156 173.3 324 360 702 780 1404 1560 206.5 195 175.5 412.9 390 351 864.7 816.7 735 1729.4  1633.3 1470
22 6 6 64-QAM 3/4 175.5 195 364.5 405 N/A N/A 1579.5 1755 232.3 219.4 197.4 464.6 438.8 394.9 972.8 918.8 826.9 1945.6 1837.5 1653.8
23 7 7 64-QAM 5/6 195 216.7 405 450 877.5 975 1755 1950 258.1 243.8 219.4 516.2 487.5 438.8 1080.9 1020.8 918.8 2161.8 2041.7 1837.5
8 8 256-QAM 3/4 234 260 486 540 1053 1170 2106 2340 309.7 292.5 263.3 619.4 585 526.5 1297.1 1225 1102.5 2594.1 2450 2205
9 9 256-QAM 5/6 260 288.9 540 600 1170 1300 N/A N/A 344.1 325 292.5 688.2 650 585 1441.2  1361.1 1225 2882.4 2722.2 2450
10 1024-QAM 3/4 387.1 365.6 329.1 774.3 731.3 658.1 1621.3 1531.3 1378.1 3242.6 30625 2756.3
11 1024-QAM 5/6 430.1 406.3 365.6 860.3 812.5 731.3 1801.5 1701.4 1531.3 3602.9 3402.8 3062.5



MCS Demo - Constellation Diagrams

LOCAL RX

DEVICE NAME Bridge Demo Station
CINR 31dB
POWER -60 dBm
BN 3B AR BE N BE BE
a ¥ & P ¢ & & w
P L X 2 4 » & W
"B B BE BE B BE B
SR BE 2N BN BN BN _BE
A% ® hp v
> 4 & & % %V &0
. I R EE BE B AN BR

(00
O
N
N
o
N
D
o

(00

.
oo

REMOTE RX

DEVICE NAME

CINR

POWER
YR I IR IE I
. 30 & R IB B .
L JE JE I AR BEE
2B IF IR IR JB
JB CF BN JF MR
. JF IR 3B 3B I
A8 2B BF R IR
" J8 IR IE IR 3%
- SE TN JB N B
 JF 2F IR IR I
. 2 N B B R
A AR JE R A
" A B BN AR B
. AR 3R N 18 IR
AR AE OE IR i
2B S B A AR

6 -12 -8 -

SR JF B 2B 2 AF IR S0 B B 3h BA AT AL BE
2 O IR Jh IF AR JF JF BE BL U BE B BF BF

NS

o

Bridge Demo AP
33dB

-58 dBm

B8 L BE NE BF B
"B I8 2% Bt Bt B
 SE BE S S NS B
. BF BE BE BE NF N
. BE 3 38 NE BF B
BF AC BF BF BE WP
3R BE B8 BE BF 3R
' BE 20 SF AR BE W
AL A8 BE BE BEF A%
_ BL 3R BF BE B N
B8 BE BF JR BE BF
AR BE B BF A% A
' SR A AF 3b BE BF
_BE B B8 BE N B
" BF SR AF WE NEF AP
 BF 25 SE BE BE W
4 8 12

16

A B A AN AR BE BE UL S BN B BE BL BF B

>
ONy

12

-12

>
O



Not ONLY about the GREEN!

Average Thrroughput in Mbps by Distance in Meters

10 25 50 75 100

m Mist 43 m Cambium XV3-8

140
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100

80

60

40

20

| C—

View as: Measured | Ekahau Best Practices for 5 GHz (dB




Spatial Streams

140

120
100
80
60
40
20
Mist 41 - Low
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Wi-Fi1 6 vs WI-FI 5
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Only Blue is the Payload
rd
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Know the MAC

—
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Wi-Fi Device 0 Open Upper
Client Association Authentication Encryptlon Layers
Process
Mobile
Location

802.11 k,v,r

TKIP
Encryption

Pre-Shared Key

L
’
’
s
’

802.1X/RADIUS

’
’

Controlled
Port

AES/CCMP
Encryption

Access
Point

Fixed
Location



Association Process

3

Access Point

3

Access Point




Client Joining a WLAN Process

Authentication
Open
PSK
802.1X

Full Network Access

Can Pass Traffic on
Local Network

g Port Control LAN Access
/ Can Pass Traffic Through Can Pass Traffic on
l Access Point Local Network
. | . | @ | @
802.11 Association Encl:yptlon Upper Layers
Probe Request/Probe Response one
. g TKIP DHCP

Client Decides on AP VLANS
Authentication Request/Response AES/CCMP Default Gateway

Association Request/Response DNS

Captive Portal

After everything is completed
for 802.11 Association,
Authentication and
Encryption, as well as all
Upper Layers... then Captive
Portal



Captive Portal Processes

AP Connectivity User Captive Online State Device
Association Check Initiation Presentation Detection Online

(google.com captive.apple.com)

Standard

Browser
*‘ ‘ == from Push . . >

Notification

LT ]

CPMB

DHCP Captive Push
Assignment State? Notification

CPMB
Automatically

from Push
Notification

L]

CPMB
Initiation
& User
Engagement

Captive
Browser
Compatible?

Wait for Device
to Unlock

Wait for Captive User Closes
Release CPMB

Standard

Use
Patterns



e | ocal Network

e Network Services

e |nternet/WAN

Access
Point

Fixed
Location

Know the Network

Wired
Medium

Tagged Port

Edge Switch

(0]

Untagged Port

/)
S

Firewall

It

WLAN
Controller

Captive Portal

802.1X

A

Authentication
Database

)
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o
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WAN
Router

DNS

Apva

WLAN
Controller

Capti;/é Portal



Local
Network

* Distributed vs
Centralized Forwarding

e ACLs

* VLANs
e Qos

* Tunnels
e Layers
* Nat

A
O

v

DHCP
Services

Lease Durations

Configurations
Broadcast Issues

Latency
Performance

Address Pool Scopes

Scalability
DHCP Options

DNS
Services

Configuration
Scalability
Security
Accuracy
Customization
Control/Blacklists

Network Services

O
v

Radius
Services

Configuration
Ports

Ranges
Licensing Issues
EAP types
Custom VSA
Scalability
Resources
Certificate Issues

Fast/Secure
Roaming types

Authentication

Database
Services

Accounts
Credentials

EAP Compatibility

Custom RADIUS
Attributes

e TCP Retransmission

Application

Services

MTU

TCP Window
Round Trip Time
Processing Time

Times

Application
Services

Firewall Rules
Capacity
Compatibility

Rate Limiting
Bandwidth Shaping

Radius
Services

Code Versions
Bugs
Configurations
Local vs Cloud
Licensing Issues

Distributed vs
Centralized
Forwarding

VLAN choices

Wan
Router




WIRELESS

End User

o

Wi-Fi Device
Client

Mobile
Location

RF MEDIUM
Process Process
Overhead MCS Contention
Process Process
Associati Open Upper :
ssociation Authentication Encryptlon Layers !
Process Y
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@ Encryption ‘ :
Controlled
802°1.1 k,v,r : o :
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: Encryption '

Access
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Location
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Medium

now the Big Picture

LOCAL NETWORK

Tagged Port

Edge Switch
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Untagged Port

802.1X

Firewall

WLAN
Controller

Captive Portal

© ©

Authentication
Database
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WLAN
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Understand Wired vs Wireless

Wired Issues
Use appropriate tools to check E*J

Network connectivity in Upper Layers

Wireless Issues

@ Use appropriate tools to check
Laver1l RF and Layer 2 MAC issues



How to Determine if Wired or Wireless

® Compare Throughputs

Compare Wi-Fi connection data

® |P Address

Does target Wi-Fi Client Devices

have an |P Address?

rate to Internet Speed Test

® Check RSSI & SNR

Both from the Client’s point of view

® Ping Wi-Fi Client

Canyou Ping your Wi-Fi Client

Device from the Wired Network? as well as from the Access Points’

® |solated?

® MCS of Wi-Fi Client g
Are the issues isolated to only Wi-Fi

s the MCS of Wi-Fi client showing stress
MCS 5-9 means 64-QAM or Better devices or across network

MCS of <5 means difficulty over RF Especially check network services
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Business Requirements

* Where you fit in the grand scheme

* Who you report to

* What is your responsibility

e Use Bloom’s Taxonomy & Business Vocabulary
* What do YOU want to do?



Bloom’s Taxonomy

r :
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Use Appropriate Vocabulary
for The Job You WANT

REMEMBERING

o

Copying
Defining
Finding
Locating
Quoting
Listening
Googling
Repeating
Retrieving
Outlining
Highlighting
Memorizing

UNDERSTANDING

‘3

Annotating
Tweeting
Associating
Tagging
Summarnzing
Relating
Categorizing
Paraphrasing
Predicting
Ccomparing
Contrasting
Commenting

APPLYING

I=»

Acting out
Articulate
Reenact
Loading
Choosing
Determining
Displaying
Judging
Executing
Examining
Implementing
Sketching

EVALUATING

¢

Arguing
Validating
Testing
Scoring

Assessing
Cnticizing
Commenting
Debating
Defending
Detecting
Expernmenting
Grading

CREATING

1

Blogging
Building
Animating
Adapting
Collaborating
Composing
Directing
Devising
Podcastng
Wiki Building
wWriting
Fiiming




Know the Rules

And when to break them!

* #1 Rule - 802.11/Wi-Fi is EXTREMELY Resilient

* What does the above statement imply?

* | EGO House Requirements Example
* Robust vs Brittle



Building Requirements

8 x 16 "House'

/ Bricks High
Sloped Roof
Fixed set of Bricks




One way of meeting the requirements
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Same Bricks - Different Engineering




LEGO Building & Requirements

Choose the correct Brick for the job!




What to do next

* ENGAGE with the Wireless LAN Community
e Truly UNDERSTAND the parts of Wi-Fi

* Home Lab - Highly Recommended

* Never stop learning!

* [raining, Youlube, Blogs, Websites



Top Ten WLAN Design Tips

1. Know the PHY 6. Always Validate, Always

2. Know your Requirements /. Choose Access Points First
3. Itis NOT about the Green 8. Meet ALL Requirements

4. Follow Best Practices 9. Understand Capacity

5. Do NOT use Marketing Ratios 10.Document Everything






